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Abstract 
 No organisation or profession can succeed without confidentiality. There can be no health-
care, legal representation, research, journalism or even nations without confidentiality and the trust 
that underpins it. Yet despite the critical role confidentiality plays in all these professions, managing 
confidentiality is recognised as an increasingly difficult challenge in the modern world. For this 
reason, gaining an understanding of the psychological processes that feed into the management of 
confidential information is more vital than ever. To date, it is clear that psychologists have paid 
little attention to the group processes that are implicated in people’s willingness to preserve, or else 
violate, confidentiality. Relatedly, it is apparent that there is little investigation of whether, and to 
what extent the exchange of confidential information is implicated in people’s development of a 
shared identity. This suggests that the social dimensions of confidentiality demand empirical 
examination — particularly as these relate to the expression and development of shared social 
identity. This is the goal of this thesis. First, it seeks to provide a conceptual analysis of how and 
why issues of social identity are both a product of, and a precursor to, understanding confidentiality 
in the workplace. Second, it presents two studies that support this conceptual analysis. Study 1 
shows social identity impacts individuals’ management of confidential information; Study 2 shows 
how the act of sharing confidential information can serve to build a sense of shared social identity. 
A key conclusion here is that while confidentiality discourse has predominantly taken an individual 
focus that implicates personal skills or traits as the basis for preserving or breaching confidentiality, 
I argue that there is a need to also consider the ways in which group dynamics (and the associated 
identity-related processes) dictate the way confidential information is perceived and acted upon. 
Theoretical and practical implications are discussed, as well as future directions for the field.  
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“Last month, I spent the better part of five days at a Florida hospital sitting at the bed-side of my very 
old father. In the bed next to him, there was a man who had been hospitalised after passing out from 
unregulated diabetes. His daughter couldn't bring him home with her, and she was attempting to have 
him transferred to a Veterans' Administration hospital, since he did not have private health insurance.  In 
the room across the hall was an elderly gentleman. He had an inoperable brain aneurysm. He was 
unconscious, and the doctors said he needed to be put on life support. His wife said he didn’t want that 
type of heroics, but his son was insisting that everything possible be done.  Down the hall, a woman in 
her 50s was told that her breast cancer had spread to other organs. The doctor was recommending more 
surgery and a major course of radiation and chemotherapy ...  Everything I’ve told you I heard from 
hallway conversations between medical personnel as I sat bedside with my dad”.  
Charles Inlander (Marketplace, 1999 [emphasis added]) 
 
Setting the Scene: Contextualizing the Present Research 
In the process of writing this thesis, I stumbled across the above transcript by Charles Inlander 
— a health commentator on Public Radio International's Marketplace and president of the largest 
consumer health advocacy organisation in the United States. Much to my surprise, these words 
echoed observations I had made long ago during my own work in a clinical setting. 
 My role as a recreational officer involved working with a variety of allied health 
professionals to bridge the gap between patients and staff.  What I found, though, was not what you 
might expect. You might think that the information patients’ disclose to their doctor is handled with 
discretion and that confidentiality is preserved. This, however, did not seem to be the case. In fact, 
there were many instances where patient information was shared among staff in ways that not only 
violated confidentiality but also seriously undermined privacy.   
These decisions, however, did not appear to occur in isolation. Within the hospital 
environment, the exchange of confidential information takes place in a highly stratified context. 
Increasingly, the provision of health care is no longer contingent upon a unique doctor–patient 
relationship but rather, most treatment models involve cross-disciplinary collaboration. Specifically, 
confidential information that concerns the patient is handled by a group of health practitioners that 
differ not only in their profession, occupation, status and rank but also in the professional ethical 
guidelines that surround the disclosure of information. In short, confidential patient information is 
managed in the context of individuals embedded in a complex social system in which many of the 
parties belong to different groups. 
Given all this, it seemed pertinent to ask whether, and how, these social factors influence 
confidential information exchange not just in hospitals, but generally in organisations that manage 
sensitive information. Indeed, it was these initial suspicions that formed the impetus for a thesis 
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dedicated to investigating the social dimensions of confidentiality in the organisational domain.   
Statement of the Problem 
The protection of information is a fundamental challenge in today's digital world. In the 
Western world at least, the idea that individuals often disclose information that is intended to be 
protected is not new. Anecdotal evidence attests to this fact. Mainstream media is ridden with these 
types of scandals —  hackers that access online personal details, whistle-blowers that lift the lid on 
the dealings of their employers, and, at the apex of these cases, individuals who leak information 
related to significant issues of national security.  
The scale of this growth is evidenced by the findings of a recent annual report by InfoWatch 
Analytical Centre. This report aims to provide a comprehensive picture of confidential information 
data leaks across different countries including, but not limited to, United States, Australia, Great 
Britain and Russia. Findings suggest that since 2006, the number of registered information leaks 
have been on the rise, with the latest statistic showing a 22% rise in 2014 compared to the previous 
year (see Figure 1). In short, confidential information leaks proliferate throughout the world. It 
seems likely too that these trends will only increase in the years ahead (e.g., see Pouillot, 2001). 
 
 
 
 
Figure 1. Number of registered data leaks from the period of 2006 to 2014. Adapted from Infowatch Analytical Center, 
Global Data Leakage Report (2014). Report of the Infowatch Analytical Center on the Global Data Leaks in 2014.   
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disciplines, including philosophers, have observed, “our culture, is a culture of disclosure, but it is 
also a culture of confidentiality… to disclose and to keep secret, to expose and to hide" (Cordess, 
2001 [emphasis added]). This paradox rears its head, in no small way, in professional spheres where 
individuals are expected to handle sensitive information. It is little wonder, then that these 
professionals often find themselves conflicted about whether or not they should breach the 
confidentiality of information they have obtained from their client or patient in the provision of 
services (e.g., Adler, 1995; Baird & Rupert, 1987; Cordess, 2000; Cummings, 2000; DeBernardo, & 
Shoemaker, 1998; Kämpf, & McSherry, 2006; McDonald, 1990; Pope & Vetter, 1992; Steinfield, 
Ekorenrud, Gillett, Quirk & Eytan, 2006; Trowell, 2001).  
It makes sense that scholars describe the discourse of confidentiality as involving far more 
than a simple blanket prohibition on sharing information. In sum, confidentiality implicates two 
countervailing forces. On the one hand, professionals are subject to increasingly stringent ethical 
guidelines that seek to protect the confidentiality of their client (e.g., to safeguard their interests, 
and preserve their autonomy). At the same time, legal guidelines dictate an increased flow of 
confidential information (i.e., potentially for the welfare of the individual and third parties; Clark, 
2006; Kämpf, McSherry, Thomas, & Abrahams, 2008; Kirkpatrick, Lopez & Prosser, 1999; Vogel, 
& Nyman, 2011). All of these details highlight the fact that issues of confidentiality are increasingly 
salient and complex.  
Despite all of the streams of evidence that speak to the importance of understanding 
confidentiality, this topic has only recently attracted interest and gained momentum in the 
psychological literature. Indeed, from the early 1990's to the present day, the number of research 
articles whose titles, abstracts of keywords reference "confidentiality" or "confidential 
communications" has increased by 800%. In the empirical research that has been conducted to date, 
psychologists have generally focused on examining (a) the effects of assuring confidentiality, (b) 
the processes that lead to breaches of confidentiality, and (c) the consequences of such breaches 
(e.g., for social relationships and organizational performance;  Brann & Mattson; Clarke, Cott, & 
Drinka, 2007; Cline & McKenzie, 2000; Derlega, Metts, Petronio, & Margulis, 1993; Dorodny, 
1998; Dubois, 2002; Hook & Cleveland, 1999; Paterson, & Mulligan,  2003; Shardlow, 1995; 
Singer, Dawn & Esther, 1995 for a review; Whetten- Goldstein, Nguyen & Sugarman, 2001).  
Despite strong growth in such research, relatively few studies have been conducted within the 
field of social psychology (at least in comparison to other sub-disciplines, notably organisational 
and managerial psychology). Typically, too, psychologists study confidentiality management at the 
individual level, and the role of group memberships (and the social identities underpinning them) 
remain unexplored. Intuitively, this individual-level approach makes sense. Ultimately, the decision 
to disclose confidential information is made by an individual. I will argue, however, that this 
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approach is too narrow because it fails to capture the social group-based underpinnings of 
confidentiality management.  
Moreover, progress in this area is hindered by the absence of a guiding theoretical framework, 
and so existing approaches do little to advance our understanding of why people make particular 
decisions about the management of confidential information in social and organizational contexts. 
Such insights would have considerable utility beyond the field of psychology. Accordingly, this 
thesis seeks to meet a threefold purpose: first, to make theoretical progress by examining the social 
dimensions of confidentiality; second, to provide empirical evidence of the importance of these 
dimensions; third, to use this evidence to outline future paths for research in the field that will be of 
both theoretical and practical importance.  
Aims, Scope and Overall Structure of Thesis 
The aim of this thesis is to provide theoretical and empirical insights into how a social 
identity approach feeds into confidentiality management, and to test whether this approach provides 
a more comprehensive picture of the psychological processes that are involved in individuals' 
decisions surrounding confidential information at work. More particularly, the thesis aims to extend 
upon prior literature by arguing that how people manage confidentiality is always a characteristic of 
a specific social relationship and therefore depends on people’s motivations towards one another, 
and on the way these are shaped by their sense of shared (or non-shared) group membership 
(Haslam, Reicher, & Levine, 2012). If we are to understand how individuals manage confidential 
information, I suggest that it is critical to recognize that people working together in the same group 
or culture may make decisions about confidential information on the basis of how they relate to one 
another — in much the same way that a multidisciplinary team handles confidential information 
that concerns the patient. Thus, the management of confidential information cannot be understood 
exclusively at the individual level, but also needs to attend to group-level realities.  
Spelling this point out further, more research is required to determine whether group 
processes are implicated in people’s willingness to preserve, or else violate, confidentiality. 
Additionally, it will be important to determine how the exchange of confidential information has 
implications for the individuals and the group — and in particular, the sense of social identity that 
people derive from being part of a psychological group (Tajfel, 1972). Indeed, I will argue that 
without attending to the role that groups and group dynamics play in shaping confidentiality 
management, our understanding of when and how people come to their decisions with confidential 
information will be deficient in key respects.  In these terms, the key theoretical premise 
underpinning this analysis is that our understanding of the process of confidentiality management 
needs to appreciate, and take account of, intergroup dynamics (e.g., after Sherif, 1967).  
Moreover, given the centrality of confidential communications to all organisations, the 
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practical implications of rectifying such an omission are considerable. Most particularly, 
organisations would gain important insight into how to direct employees who are managing 
confidential information so as to achieve optimal outcomes for all parties (Dyer & Noeoka, 2000; 
Hale & Boyrs, 2013; Harwood; Turnock & Ashleigh, 2014; James, Leiblein & Lu, 2013; March, 
Schulz & Zhou, 2000; Robinson, 1991; Stiles & Petrila, 2011).  
In terms of thesis structure, theoretical chapters will first review existing literature that 
points to the different ways in which scholars have approached issues of confidentiality. This 
literature reviewed in Chapter 2 provides some important insights, but, it is clear that it also has 
distinct limitations — most obviously in failing to address the ways in which the management of 
confidential information is structured by unfolding social relationships. Accordingly, in Chapter 3 I 
provide the case for a theoretical analysis which focuses on the ways in which social identity 
processes are implicated in confidentiality management.  
To this end, I review relevant literature that speaks to the core proposition of this thesis: that 
social identity is both a precursor and a product of confidentiality management. More particularly, 
I argue that social identity (i.e., an internalized sense of shared group membership; Tajfel, 1972; 
Turner, 1982) plays a key role in individual’s construal of confidential information and also that the 
sharing of confidential information can create a sense of shared social identity. Chapters 4 and 5 
will provide systematic empirical examination of this theoretical proposition. More specifically, 
Study 1 explores the role of social identity in individuals’ management of confidential information 
and Study 2 explores how the act of sharing confidential information can build a shared social 
identity. Finally, Chapter 6 will integrate the findings of these studies and provide a general 
discussion that details both the implications and limitations of this work and identifies important 
avenues for future inquiry.  
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“What I may see or hear in the course of the treatment or even outside of the treatment in regard to the 
life of men, which should not be noised abroad, as to this I will keep to myself, holding such things 
unfitting to be spoken”. 
     from the Hippocratic Oath, Hippocrates, c 400 b.c. 
 
Overview  
Confidentiality is hardly a new concept. Philosophers have long recognised that physicians 
bear an ethical and professional duty to safeguard their patients’ information. Indeed, arguably the 
most renowned reprimand against a breach of confidentiality appears in the philosophical writings 
of Hippocrates over two millennia ago — that have become the cornerstone of medical ethics today 
(as epitomized by the Hippocratic oath; Markel, 2004).  
The purpose of this chapter is to review psychological perspectives and how they can help 
us understand issues of confidentiality management. First, I will first outline key definitional issues 
identified in the literature, then clarify how the concept is distinct from privacy and finally, provide 
a conceptual definition of confidentiality management. Thereafter, I will discuss psychological 
accounts of confidentiality management with an emphasis on perceptions and actions. The chapter 
then concludes by outlining contributions and limitations of this literature. Ultimately, the goal here 
is to set the scene for the introduction of a new framework that seeks to understand (and empirically 
examine) confidentiality management from a social psychological perspective. 
Defining Confidentiality  
Before continuing, it is useful to define the key concepts with which this thesis is concerned. 
The Latin term for trust, confidere, lies at the root of two closely related notions of 'confidentiality' 
and 'confide' (Larkin, Moskop, Sanders & Derse, 1994). Although many scholars agree that trust is 
central to defining the term, there is limited consensus on a conceptual definition and some 
commentators argue that this has hindered empirical progress on the topic (e.g., Beauchamp & 
Childress, 2000; Clark, 2006; Gillion, 1984). In this work, note that confidentiality is defined in a 
more general sense. Collocating the literature also reveals another conundrum: the interchangeable 
use of the term 'privacy' with 'confidentiality'. In what follows, it is these matters which are 
addressed first. 
The Difference Between Confidentiality and Privacy 
In their seminal review article, Warren and Brandeis (1890) define privacy simply as the 
"right to be let alone" and it thus refers to individuals' ability to restrict or control their personal 
information prior to sharing that information (for more extensive reviews on the historical 
background of privacy see the review by Pritts, 2008; see also Westin, 1967). Confidentiality is 
narrower in scope than privacy. More particularly, it is a mode of managing the fate of shared 
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information that ensures that the individual has control over who is permitted access to this 
information (Beauchamp & Childress, 2001). Breaches of confidentiality refer to unauthorised or 
accidental disclosure of information to third parties, without obtaining explicit permission (Gostin 
& Hodge, 2002).  Thus, confidentiality seeks to specify the terms of a communication 
("Information about me being protected and not widely shared") whilst privacy broadly connotes a 
particular status ("I don't want anyone to know that"; Clark, 2006; Prewitt, 2001). 
Defining Confidentiality Management      
Broadly speaking, in professional contexts, confidentiality is conceptualised as an ethical 
principle that governs the disclosure of sensitive information (Allen, 1997; David & Kitchener, 
2008). In particular, this means that information will not be disclosed to third parties without 
informed consent or in ways inconsistent with the original disclosure except under conditions 
agreed to by the source (Bersoff, 2008; Cain, 1998; Larkin, et al., 1994; see also Australian Institute 
of Health and Welfare, 2003). Importantly too, Allen (2008) alerts us to the means through which 
confidentiality is made possible, that is through discretion, silence, and ensuring that data is secure.  
And so, in summary, confidential communications are those in which a significant matter has 
been communicated, the matter necessitates professional silence, and the label connotes trust that 
the recipient will act on it appropriately (Clark, 2006). The term 'management' in this thesis refers to 
both perceptions (e.g., under what conditions people perceive information as 'confidential') in 
addition to behaviour (e.g., individuals' tendency to share information that is identified as 
confidential).  
Psychological Approaches to Confidentiality Management 
Perceptions and management of confidential information. This section of the thesis will 
explore the perspectives of professionals and clients with regard to how confidentiality is 
conceptualised and how it is treated within the professional world. Within the psychological 
tradition, the majority of the research focuses on perceptions of confidentiality from the patient or 
client’s perspective and, as such, is studied primarily in medical and legal fields. In understanding 
how individuals construe confidential information, a subset of researchers has, in one way or 
another, simply asked participants what the label of confidentiality connotes. For example, a 
number of studies show that — at least in the medical domain — people understand confidentiality 
to convey a general expectation that 'something that was done or said' is restricted from general 
disclosure (Brann & Mattson, 2004; Jenkins, Merz & Sankar, 2005; see also, Lyren, Kodish, 
Lazebnik, O'Riordan, 2005; Magnusson, Oakley & Townsend, 2007; McKinstry, Watson, Pinnock, 
Heaney & Sheik, 2009). 
 Similarly, other evidence within the legal context demonstrates that individuals perceive the 
label of confidential to mean that information is 'just between you and me' or 'it's private, and no 
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one should know' (Lyren, Kodish, Lazebnik & O’Riordan, 2005; Michelle, Paulsel, Virginia, 
Richmond, McCroskey & Caymans, 2005; Sankar, Moran, Merz, Jones, 2003, for a review; 
Whetten-Foldstein, Nguyen & Sugarcane, 2001). One of the most obvious points derived from this 
literature is that most people generally do have some basic or straightforward understanding of what 
confidentiality means and entails.  
Nevertheless, a key point to be made here is that there is considerable variability in how 
people perceive confidential information should be treated by professionals. To this end, 
individuals’ expectation that their matters are held in absolute confidence does not necessarily hold 
true in reality. For example, survey data collected by Ormrod and Ambrose (1999) revealed that — 
when clients were inquired as to whether their discussions with their professionals are subjected to 
confidentiality — an overwhelming majority perceived a greater degree of confidentiality than what 
was actually the case in practice.  
Building on this recognition that there is a great deal of discrepancy between the matters that 
clients perceive are to be kept confidential and what is actually treated as confidential, other 
research also points to the fact that this discrepancy is seen in the content itself. For example, 
studies show that some patients tend to broadly conceptualise the majority of information they 
convey to their doctor to be 'confidential' whereas a subset of patients that perceive the term to be 
applicable only to censored topics (e.g., mental illness or sexual activity; Carlisle, Shickle, Cork & 
McDonagh, 2006; Cheng, Savageau & Sattler, 1993; Gosling, Potts, Handelsman, 2000, Isaacs & 
Stone, 2001; Jenkins, 2005; Jenkins, Merz, & Sankar, 2005). 
Along related lines, empirical work in the clinical field demonstrates that the majority of 
patient populations think that confidentiality only applies to the assessments and treatments aspect 
of health care (and not just 'everything' they tell their doctor; Magnusson, et al., 2007; Samet, 
Winter, Grant & Hingson, 1997). Thus, these different streams of evidence point to the idea that 
although people understand confidentiality to relate to the protection of information, it is less clear 
which (or whether) specific information is implicated (for a detailed discussion on this, see Clarke, 
2006). 
 In answering how people handle confidential information, the literature has primarily 
focused on professional practitioners' perspectives. Here it is apparent that despite a level of 
consistency regarding guidance about confidentiality in practice, handling confidential issues is far 
from straightforward — a point that is confirmed by a considerable body of both basic and applied 
research across numerous sub-disciplines (Davis & Mickelson, 1994; Ford, Millstein, Halpern-
Fisher & Irwin 1997; Isaacs & Stone, 1999; Ledyard, 1998; Pérez-Cárceles, Pereñiguez, Osuna & 
Luna, 2005). For example, studies indicate that the most serious ethical issue to emerge in 
professional practice is the decision to break confidentiality (Jacob-Timm, 1999; Pope & Vetter, 
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1992; Younggren & Harris, 2008) and relatedly, that issues of confidentiality are often brought up 
for systematic review (Stapleton, Douglas, Hays, & Parham, 2010).  
In attempting to understand why confidential information is difficult to manage, researchers 
have found that there is little consensus amongst professionals on the key issues: (1) What exactly 
represents harm, (2) who should be protected, and (3) the conditions under which it is ethically 
appropriate to disclose information to third parties (Fennig, Barak, Benyakar, Farina, Blum & 
Treves, 2000; Ormrod & Ambrose, 1999 & Pinta, 2009). For example, in a study by Duncan, 
Williams and Knowles (2012), in 43% of cases, Australian psychologists were unable to reach 
consensus as to whether a breach of confidentiality was warranted or appropriate (see also, Isaacs & 
Stone, 1999; 2001; Pendrak & Ericson, 1998 and Taylor & Adelman, 1998).  
Similarly, a study conducted by Davis and Michelson (1994) found that school counsellors 
reached agreement in just over half of the ethical dilemmas presented to them and that consistency 
in breaching confidentiality only emerged about suicide. In short, deciding the best course of action 
is fraught with difficulties (see Davidson & Davidson, 1996). Thus, as Sullivan and colleagues 
(2002) explain, "there is a tension or push–pull relationship between the factors, such that the 
Negative Nature of the Behavior factor may push one toward a decision to break confidentiality, 
whereas the Maintaining the Therapeutic Process factor may pull one away from breaking 
confidentiality" (p.399). A review of the literature on perceptions of confidentiality, and on the 
motivations underpinning these perceptions, thus supports Bersoff’s conclusion that '[e]xcept for 
the ultimate precept – above all, do no harm – there is probably no ethical value in psychology that 
is more inculcated than confidentiality.… There is probably no ethical duty more misunderstood' 
(2003, p.155). 
Who breaches confidentiality? It is perhaps not surprising that researchers have tailored 
their investigation to specify the conditions responsible for the differing outcomes of breaching 
versus protecting confidentiality. Specifically, research has focused on a variety of personal 
characteristics of confidants and informers including demographics (i.e., age, gender, the level of 
ethics education) and other characteristics (i.e., organisational tenure) as well as contextual factors. 
One of the more intriguing findings in this regard is that familiarity with the ethics of 
confidentiality is associated with greater propensity to breach it (Baird & Rupert, 1987; Elger, 
2009). 
Relatedly, in medical and educational contexts, this propensity is heightened to the extent 
the client is young, female and involved in risk-taking behaviour (e.g., alcohol consumption) that 
increases in intensity (e.g., consuming relatively little versus a lot) and/or frequency (e.g., annually 
to several times in a month; Rae, Sullivan, Peña Razo, George, & Ramirez, 2002; see also Moyer & 
Sullivan, 2008). Moreover, the whistle-blowing literature demonstrates that — compared to inactive 
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witnesses — whistleblowers tend to have high levels of education and job performance and score 
higher on tests of moral reasoning (see Magnus & Viswesvaran, 2005 for a detailed meta-analysis).   
Preventing breaches of confidentiality. In order to circumvent the potential ramifications 
of breaches of confidentiality in the health-care context, researchers have advocated a range of 
different approaches. In particular, Fisher (2008) proposes a sequence of six steps in an ethical 
model that illustrates the significance of the principle, specifies the rules and exceptions, and 
encourages psychologists to reach for the “ethical ceiling” (p.4). For example, the first step is to 
accentuate the importance of confidentiality to the client and the sixth is to stress confidentiality to 
peers and students. Similarly, Van Lieu (2012) sets out a series of more arguably practical 
recommendations, suggesting that professionals (a) inform clients which staff will have access to 
their records and (b) restrict access to information to certain health care providers. 
 While such strictures are intuitively appealing, the narrow practical perspective that informs 
them neglects the psychological processes that contribute to confidentiality management.  Along 
related lines, on a practical level, researchers have commented on the unrealistic nature of the 
idealised picture of confidentiality presented in guidelines on the provision of health care services. 
As Hughes and Louw (2002, p.14) observe: 
 
“Guidelines do not adequately address the reality of confidentiality in modern practice... perhaps because 
its legalistic, professional ethics have a philosophically limited view of confidentiality…. a more 
philosophical picture regards people as embedded in a shared, worldly context in which relationships and 
mutual engagement become crucial”.  
 
 
In making this observation, Hughes and Louw might thus be characterized as advocates for an 
approach to confidentiality that is inherently social.  
Summary 
Although psychological approaches to confidentiality provide some important insights into 
issues of confidentiality, they are somewhat limited in their scope. In particular, I argue that these 
psychological accounts do little to enhance our understanding because they focus on the rules, 
ethics, and legalities that surround confidentiality. Although these rules and guidelines are part of 
the social structure that influence decisions about confidentiality, I contend, that such are not 
necessarily the whole picture. To complement this analysis, I argue that research should be oriented 
to the processes by which, and through which, confidentiality-related decisions are made. 
Fundamental to this is the recognition that the management of confidential is grounded in, and 
depends on upon, our social relationships.  In short, confidentiality is a function of relationships 
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(Cordess, 2001). And so, I argue that the issue of confidentiality management needs to be 
understood (and addressed) through the lens —  and methods — of social psychology. 
 
 
 
  
 	
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Chapter 3 
Social identity, communication and confidentiality 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Chapter 3 
	
Overview  
 In this second theoretical chapter, I will provide a brief introduction to contextualise the 
literature that will be reviewed. After this, I will introduce core principles of the social identity 
approach and discuss a number of relevant theoretical contributions that have been informed by this 
approach (Social Identity Theory [SIT]: Tajfel & Turner, 1979 and Turner, 1985) (Self-
Categorization Theory [SCT]:  Turner, 1985; Turner, Hogg, Oakes, Reicher & Wetherell, 1987). 
Thereafter, I will outline how this approach has invigorated fresh research within the management 
literature. 
 These streams of literature examine the bidirectional effects of social identity and effective 
communication within the workplace. More specifically, this section of the chapter explores (1) the 
key role social identity plays in the unfolding dynamics of organisational communication and (2) 
the identity-relevant consequences of the communication process (along lines suggested by Morton, 
Wright, Peters, Reynolds & Haslam, 2012).  
 Importantly too, these streams of literature are reviewed with the overall goal of establishing 
whether the insights gained from social identity research are also useful in developing and testing 
hypotheses about confidentiality management. Having done so, the final section of this chapter 
presents a framework for meaningfully extending upon this literature by developing a model which 
specifies how the effects of group life and confidentiality management interact with one another. 
Ultimately too, we will explore whether and how this model has the capacity to enhance our 
understanding of confidentiality management within workplace contexts.  
Introduction 
“No matter how secure a system is, there’s always a way to break through. Often, the human 
elements of the system are the easiest to manipulate and deceive”.  
Hadnagy (2011, p. xv)  
The opening quotation from Christopher Hadnagy draws our attention to the idea that social 
psychology may matter as much as physical structures in the emergence of confidentiality breaches. 
Although this idea is not new, in recent years, a new body of research has emerged that specifically 
examines the way in which social and group forces shape and contour patterns of communication 
(e.g., Bourhis, 1991; Gallois, Ogay & Giles, 2004; Giles, 2008; Hardwood & Giles, 2005; Postmes, 
Tanis & Wit, 2001; Suzuki, 1998).  
A separate (although arguably, related) body of research has provided extensive 
contributions on the other side of the coin: exploring the way in which communication itself 
impacts the formation and maintenance of our social relationships (e.g., Koudernberg, Postmes & 
Godijn, 2011; Swaab, Postmes & Spears, 2008; Postmes, Haslam and Swaab, 2005). Accordingly, 
this chapter will synthesise the literature within this field. In doing so, it attempts to provide a 
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conceptual analysis of how and why issues of social identity are both a precursor to, and a product 
of, understanding confidentiality in the workplace. Prior to understanding how this is the case, 
though, it is important first to outline key tenets of the social identity approach.  
The Social Identity Approach  
 The social identity approach incorporates two linked theories: social identity theory (SIT; 
Tajfel & Turner, 1979) and self-categorization theory (SCT; Turner, 1982; Turner, Hogg, Oakes, 
Reicher, & Wetherell, 1987; see Haslam, 2004; Postmes & Branscombe, 2010, for recent 
discussion). Historically, social identity theory was developed to account for a series of findings in 
early work on intergroup processes of discrimination and conflict. More specifically, Tajfel and 
colleagues demonstrated that mere categorisation of people into arbitrary groups (e.g., on the basis 
of their preference for a particular abstract artist) could be sufficient to provoke intergroup 
antagonism (Tajfel, Flament, Billig, & Bundy, 1971).  
In a set of experiments, participants were randomly assigned to one of these two groups and 
their task was to allocate points to either a member of their own group (someone that liked the same 
artist; i.e., an 'ingroup member') or a member of another group (someone that liked a different artist; 
i.e., an 'outgroup member'). Intriguingly, participants tended not to distribute these points equally 
between the two groups, but rather typically chose to allocate more points to ingroup members than 
to outgroup members. Social identity theorists argued that this tendency to think and behave in 
ways positive towards a salient ingroup (i.e., exhibit high levels of ingroup favoritism) enabled 
participants to achieve a positive social identity. Indeed, this speaks to one of the key assumptions 
of the social identity approach: that in a range of social contexts in which our sense of identity 
derives from our group membership people seek to positively differentiate their ingroup (“us”) from 
relevant outgroups (“them”) (Tajfel & Turner, 1979).   
 On the basis of these 'minimal group studies' Tajfel reasoned that we can understand how 
trivial group allocation impacts on individual level behaviour once we understand how individuals 
define themselves within any a range of social contexts. In this way, this approach argues for a 
model of self that is multifaceted — in that it can be defined in terms of one’s individuality and/or 
in terms of shared group memberships (Amiot, Sablonniere, Terry & Smith, 2007; Haslam, 2004). 
At an individual level of abstraction, I can define myself as 'I' or 'me' and see myself in terms of my 
idiosyncratic characteristics. However, at a social level of abstraction, I can define myself as 'we' or 
'us' in terms of the characteristics that I share with others by virtue of our common group 
membership (Haslam, 2004).  
Self-definition — either as an individual in terms of personal identity or as a member of a 
group in terms of social identity — has important implications for how individuals perceive, 
respond, and interact with their social world (Turner, 1982). In particular, when people define 
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themselves in terms of a meaningful connection to their ingroup, perceived shared group norms and 
values serve to shape individual-level decisions regarding how to feel or think and also determine 
what is the appropriate course of action in a particular context (Reicher, Spears & Haslam, 2010; 
Terry & Hogg, 1996). For example, a soldier who defines himself as a soldier will look to other 
comrades in order to determine what is expected of him and see feedback from that ingroup as 
relevant in deciding how to respond to issues that impacts them as a group (e.g., how to respond to 
particular stressors; Haslam, O’Brien, Jetten, Vomedal & Penna, 2005).  
Following up on Tajfel’s initial ideas, Turner and colleagues developed and further extended 
on these ideas in self-categorisation theory (SCT; Turner, et al., 1987, 1994). These scholars sought 
to understand how people come to share group-based identity, as well as the consequences that this 
has for their behaviour (van Dick & Haslam, 2012). In this regard, self-categorisation theory asserts 
that the shift from personal to social identity is underpinned by a process of depersonalization 
(Turner, 1982) Critically, depersonalization does not connote a loss of self but rather, that our sense 
of self becomes more inclusive and perceived to be interchangeable with the broader ingroup 
category (Turner, 1982). Notably, self-categorisation of this form is distinct from the objective 
groups we belong to on the basis of particular qualities in which individuals may be members of, 
but not necessarily identify with (e.g., a female engineer in a male-dominated work-place may be 
more inclined to identify with her profession, rather than her gender).  
Relatedly, another key contribution of SCT is to identify and explain the determinants of 
this process of depersonalization— that is, clarifying when we identify with particular group. To 
this end, self-categorisation theorists argue that social identity salience is a product of principles of 
fit and perceiver readiness (Oakes, Haslam, & Turner, 1994). These mean that people are more 
likely to define themselves as a member of a specific group to the extent that they see themselves to 
'fit' a particular group and are psychologically 'ready' to be part of that group. Thus, a lawyer is 
more likely to self-categorise as a lawyer to the extent that (a) the self-categorisation has historical 
relevance for her (e.g., because she has been a lawyer for a long time), (b) she finds herself in a 
situation (e.g., court of law) whereby intragroup differences are perceived to be smaller than 
intergroup differences (the principle of meta-contrast; Turner, 1985; such that she sees other 
lawyers to be similar to herself), and (c) the group membership is meaningful in some way (because 
the lawyers are prosecuting a case).  
However, it is also true that people belong to a range of different groups and that this is 
likely to have complex implications for cognition and behaviour. In addressing this proposition, 
SCT asserts that we behave differently as a function of the specific identity that is made salient 
within any given context (e.g., Haslam, Morton, Haslam, Varnes, Graham & Gamaz, 2012). Thus, a 
lawyer in a court of law might exhibit behavior consistent with the norms of lawyers (such as being 
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disciplined, objective and firm) but her behaviour as a sports enthusiast at a cricket ground could be 
very different (perhaps being unruly, partisan, and relaxed). 
 In thinking about the importance of context, SCT also argues that there are times when we 
think of our social identity as more exclusively defined at the subordinate level (Turner, 1982). 
However, there are also situations in which our self-concept becomes more inclusively defined at 
the higher superordinate level. For example, studies show that a supporter of a rival football team 
can be construed as an outgroup member (e.g., as a Liverpool or Manchester United supporter) in 
one context but in another context may be categorized as an ingroup member at a higher level of 
abstraction (e.g., as a football supporter; e.g., Gaertner, Mann, Murrell, & Dovidio, 1989; Levine, 
Prosser, Evans & Reicher, 2005). Together, these processes of flexible self-categorization allow for 
context-dependent definitions of self that can allow individuals to understand and orient to others in 
variable ways and thereby function adaptively within a changing social world (Haslam, 2001).  
Since its emergence roughly two and half decades ago, the social identity approach has 
provided a platform for theoretical and empirical progress in a range of disciplines. The research 
this has led to is diverse but united in its focus on the way in which different aspects of group life 
(and the identities that underpin them) play a role directly, or interact with other factors, in 
determining behaviour. For example, there has been ongoing interest in exploring the ways in 
which social identity (and factors associated with it; e.g., solidarity, social connection, a sense of 
community) make an independent contribution to individuals’ health and wellbeing (termed ‘the 
social cure’; see Jetten et al., 2012 for further details). Most relevant to our present purposes, 
though, the social identity approach has provided a novel framework for understanding various 
forms of organisational behaviour. This includes, but is not limited to, work on motivation, group 
decision-making, productivity, stress, leadership, and cooperation (e.g., Duck & Fielding, 1999; 
Ellemers, Gilder & Haslam, 2001; Haslam & Platow, 2001; for overviews see Haslam, 2001; van 
Knippenberg, 2000).  
The relevance of a social identity approach derives from the fact organisations are highly 
stratified entities in which individuals belonging to different groups, with whose members they 
must co-ordinate their efforts, in the context of working with one another to achieve work-related 
goals (Scott, 1997; Trice & Beyer, 1993). Because organisations are inherently group contexts 
(Ashforth and Mael, 1989), various scholars have also outlined the implications this has for how 
people communicate at work (e.g., Gardner, Paulsen, Gallois, Callan, Monaghan, 2001; Paulsen, 
Graham, Jones, Callan & Gallois, 2005; Haslam, 2001). This literature is a natural starting point 
from which to start our investigation. This is because breakdowns of confidentiality can be 
conceptualised fundamentally as failures of communication arising from a particular form of 
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organizational disconnection — in particular, reflecting a lack of shared understanding (e.g., 
regarding norms and expectations; Paulsel, Richmond, McCroskey & Cayanus, 2005).  
Social Identity is a Determinant of Communication 
Desire to share information. To understand why and how confidentiality management is 
structured by shared group membership, it is instructive to consider how the social identity 
approach informs our understanding of communication dynamics more generally. As a starting 
point, consider the fact that group structures are central to all organizations. Employees are 
differentiated from one another on the basis of their group memberships— for example in terms of 
their workgroup, team, profession, functional role, division, department, and employment status.  
This highly differentiated structure means that employees can — and frequently do — 
define their sense of self in terms of social identity (as 'we ' and 'us') (over and above their personal 
identity as 'I' or 'me'). This social self-definition is then fundamental to how they relate to their work 
with others (see Gardner, et al., 2001). In particular, this is because identity-based relationships (in 
which identity is shared or non-shared with others) matter for how people communicate, what is 
communicated, and how it is subsequently understood (Morton et al., 2012). In particular, because 
they see themselves as sharing the same perspective on the world and the same interests (Turner, 
1991), individuals will generally be more motivated to share information with people whom they 
perceive as members of the same salient social category (i.e., ingroup rather than outgroup 
members). Importantly too, the information that is exchanged (i.e., its content) is likely to be 
relevant to aspects of their shared group membership. For example, in the context of health-care, 
the behavior of two members of a hospital might be structured by their common profession (e.g., as 
doctors) and so not only will they be motivated to talk to one another, but also the content of their 
conversation is likely to be relevant to that identity (e.g., how to treat a particular patient).  
 The idea that people are generally more motivated to share information with members of 
their psychologically salient group ('us') rather than the outgroup comparison ('them') has been 
empirically supported in both experimental and in survey studies. For example, studies have found 
that employees tend to communicate more openly with members of their own work-team than with 
members of other teams (e.g., Agama, 1997). Other evidence shows that people communicate 
differently as a function of external categories that are not necessarily relevant to the organization 
but that may become salient in a particular context— for example, on the basis of common national 
identity within multicultural workplaces (e.g., Suzuki, 1998).  
Conversely, when people do not perceive themselves to share identity with others (e.g., 
where there is conflict between long-standing employees and new trainees; Levine & Moreland, 
1999), the motivation to exchange information tends to be diminished (e.g., McGarty, Haslam, 
Hutchinson, & Turner, 1994). Indeed, studies also show that those who neglect this psychological 
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connection do so at their peril because non-shared social identity is often the basis for 
miscommunication and misunderstanding (e.g., Petronio, Ellemers, Giles, & Gallois, 1998; Weick 
& Roberts, 1993). Thus, as Haslam (2001) argues that, on their own, formal requirements for 
people talk to one another (e.g., as part of a performance appraisal) may often be ineffective— 
because here people talk to each other because they must, not necessarily because they want to. The 
most basic idea to take away from these ideas is that generally; people will be more inclined to 
share information with members of their group rather than members of the other group.  
However, an important caveat to this idea is that the processes of communication also 
change meaningfully as a function of the nature of the current intergroup relationships as well as the 
content of the ingroup’s social identity (Livingstone & Haslam, 2008). Although there are times 
that we might be generally more willing to share information with others who are perceived to share 
group membership with us, this does not always equate to a disinclination to share information with 
outgroup members. More particularly, the tendency to pass on information to ingroup members 
rather than outgroup members may be accentuated in the case of a contentious intergroup 
relationship but attenuated in the context of a cooperative one (e.g., Agama, 1997).  
Along similar lines, the content of an ingroup’s social identity is likely to be manifested in 
specific norms, and as such, upholding these norms might require providing information to 
outgroup members. As such, if an ingroup has norms of aiding and looking after patients, then 
conforming to such norms should translate into motivations to communicate with relevant 
outgroups, when it serves these goals (e.g., such that doctors are happy to pass on medical 
information to nurses).  
Responses to receiving information. In the preceding section, the clear focus was on how 
identity-related processes are implicated in whether or not people are motivated to communicate 
with another person, as well as how they communicate. What previous research shows very clearly 
is that these two aspects of communication vary as a function of shared (or non-shared) identity 
structures. Our analysis now shifts to the insights the social identity approach brings in 
understanding the way in which individuals respond to communication.  
Here early work by Mackie and colleagues (1990) demonstrated that the extent to which a 
message was accepted by a recipient depended upon the communicator’s group membership. In a 
series of experiments, students at the University of California, Santa Barbara (UCSB) were 
informed that messages pertinent to university testing either emanated from an ingroup member (a 
fellow student at UCSB) or an outgroup member (University of New Hampshire, UNH).  In 
addition to this social identity manipulation, participants were presented with messages that either 
conveyed strong or weak points in relation to the subject matter. Unsurprisingly, students tended to 
be more persuaded by the strong argument compared to the weak one. Importantly, though, this 
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effect was conditioned by the group membership of the person providing the message such that if 
the message was provided by an outgroup member, the message had minimal influence regardless 
of the strength of the argument— ostensibly because it could no longer be presumed to be accurate 
or worth taking seriously (for related findings see McGarty, Haslam, Hutchinson & Turner, 1994; 
Wilder, 1979).  
More recent work has also focused on using social identity theory as a platform from which 
to understand the psychological impact of message content.  For example, studies show that an 
individual’s willingness to accept criticism (and to enact change based on it) differs as a function of 
whether the critic is an ingroup member (‘an insider’) or an outgroup member (‘an outsider’). This 
idea— referred to as the intergroup sensitivity effect — is empirically supported by a studies that 
demonstrate individuals construe the input of others positively, only to the extent that comments 
ostensibly emerge from fellow members (Hornsey & Imani, 2004; Hornsey, Oppes & Svensson, 
2002).  
The researchers argue that the intergroup sensitivity effect emerges on the basis of a 
perception of different motives. Whereas outgroup critics tend not to be tolerated and to be met with 
defensiveness and suspicion, ingroup critics appear to receive “the benefit of the doubt” and are 
presumed to be acting in the interests of the group (for a more detailed reviews of outgroup 
criticism, see Morton, et al, 2012; Rabinovich & Morton, 2010). As a result, individuals are more 
likely to enact change in response to criticism from fellow ingroup members. Amongst other things, 
this is because shared group membership provides a shared cognitive framework from which to 
perceive and act upon information (Postmes, 2003). Consequently, ingroup members— those with 
whom one shares social identity— are perceived to be trustworthy and far more influential than 
outgroup members—  those that one does not share social identity with (Foddy, Platow, & 
Yamagishi, 2009; Greenaway, Wright, Willigham, Reynolds, & Haslam, 2015).  
One implication of this is that information received from an ingroup member is likely to be 
perceived in the manner that it was intended but also be acted upon, in meaningful ways that may 
facilitate organisational outcomes (Ford, Henderson, & O’Hare, 2013; Weick & Roberts, 1993). 
Collectively then, these ideas suggest that group membership may not only structure who we are 
motivated to share information with, but which information is considered worthy of sharing. Thus, 
individuals might be particularly motivated to share information (generally) with ingroup members 
to the extent that it comes from an ingroup member rather than an outgroup member.  
In summary, social identity influences and shapes individual-level motivations to 
communicate, to pay attention when receiving information, and to respond to communication in 
meaningful ways. In other words, categorization of the self into important groups and identification 
with those groups proves to be an important determinant of communication dynamics (Haslam, 
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Jetten, O'Brien, & Jacobs, 2004). Thus, the key contribution of this approach to understanding 
communication dynamics is that group membership, and the sense of identity associated with that 
membership (as 'we' and 'us') acts as a pivotal driver of the fate and flow of information throughout 
the organization (Morton et al., 2012).  
Social Identity as a Byproduct of Communication 
The foregoing discussion focused on how social identification plays a role in 
communication dynamics. In this section, the focus shifts to how communication dynamics shape 
and contour patterns of social identification. Although these two parts of the chapter are the 
opposite sides of the same coin, they are united in their main objective— namely, to lay the 
groundwork for a conceptual analysis of how and why these identity-based relationships are crucial 
for understanding and resolving issues of confidentiality management.  
 In the popular 1960’s comedy, Get Smart, an unskilled spy in a meeting with his boss insists 
on using an entirely defective product to discuss matters regarded as classified information. During 
these discussions, the “cone of silence”— a transparent device in the shape of two conjoined 
fishbowls descends from the ceiling to enclose the heads of the spy and the boss. The device’s 
cumbersome construction provides for entertainment, but it also serves as an analogy. Specifically, 
it speaks to the idea that some extra form of closeness results when people disclose particular types 
of information (such that, they have their own communication “bubble”). In what follows, we 
review research which asks more formally whether and how the exchange of confidential 
information can craft a sense of ‘togetherness’ in which the recipient feels that they share social 
identity with the source of the information. Although this idea is yet to be examined systematically 
from a social identity perspective, research on shared cognition provides a range of important 
pointers.    
Social identity and shared cognition. Up to this point, our analysis of social identity 
theorising has predominantly focused on the way in which salient social identities impact on 
cognition and behaviour. However, these ideas are also relevant to the question of how individuals 
within a group context can also interact with one another to form a shared cognition that can fuel a 
sense of shared identity. In particular, research in the shared cognition literature presents evidence 
which suggests communication is an important way in which individuals develop common group 
membership (Swaab, Postmes, van Beest, & Spears, 2007; Swaab, Postmes & Spears, 2008).  
When individuals attempt a task collectively in small groups, prior to the task, levels of 
uncertainty are often high. For this reason, individuals should be particularly predisposed to 
converse with one another as a means of reducing uncertainty (Turner, 1991).  This opportunity to 
communicate can help them to reconcile their differences and express informal group norms 
(Cannon-Bowers, & Salas, 2001). Moreover, this process of conversing with other individuals 
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provides the foundation for the emergence of a shared cognition (Klimoski & Mohammed, 1994). 
Shared cognition refers to "sharedness and congruence of knowledge structures that may exist at 
different levels of conceptualization within a group"(Swaab, Postmes, Beest, Spears, 2007). This 
means that when individuals talk to one another they are able to form a shared understanding and 
not only “be on the same page” but also to a get a sense of “us” and “who we are” (Haslam, et al., 
2012, p. 162; see also Postmes, et al., 2005).  For example, a new book club might develop a set of 
standards which dictate the books they decide to read, and the process of reading and talking about 
these should in turn feed into the content and strength of the book club’s identity.  
One implication of this analysis is that communication is more than just a process that 
involves a give-and-take of words and meaning. This is evidenced by the fact that lapses in 
conversation — even momentary ones — can be accompanied by an unsettling feeling and a need 
to quickly “fill in the space” because they appear to disrupt the flow of interaction (Koudernberg, et 
al., 2011). In this way, we see that the communication process itself has psychological effects that 
feed into processes of identity formation and expression.  
Speaking directly to this point, research in the communication literature has found that 
conversation that is natural and fluent is linked to a range of positive emotions. This positive 
emotion heightens an individual’s perceptions of belonging to the group, which in turn, may give 
rise to processes of social identification (e.g., Rabiowitz, 2008; Rosenthal & Knee 1994; 
Koudernberg, et al., 2011). Thus, effective communication orients individuals towards 
psychologically fusing with one another because it helps to satisfy basic human needs (e.g., for self-
esteem and social validation; see Gaertner, Iuzzini, Guerror, Witt & Orina, 2006; Pratt, 1998). We 
can hypothesise too that sharing confidential information may be particularly powerful in this 
respect. Giving and receiving valuable, sensitive information seems likely to increase feelings of 
trust and togetherness and thereby lead to a heightened sense of group identification. 
 Other empirical findings are also consistent with this notion that sharing confidential 
information, in particular, might induce heightened feelings of social identification. For example, 
although workplace gossip is not necessarily equivalent to confidential information, gossiping with 
colleagues is one of the contexts in which confidential information can be shared (Baker & Jones, 
1996; Nicholson, 2001). Relevant research in this tradition has broadly examined how gossip — an 
“evaluative exchange of information about an absent third party” — serves a number of a key social 
functions (e.g., McAndrew & Milenkovic, 2002; Wilson, Wilczynski, Wells, & Weiser, 2000). In 
particular, it is apparent that the organisational “grapevine” in which gossip is communicated plays 
a valuable role (a) in the expression of tacit group norms, (b) in heightening self-esteem, (c) in 
gauging trustworthiness of others and (d) in creating bonds within social groups (Baumeister, 
Zhang & Vohs, 2004; McAndrew, Bell, & Garcia, 2007; Wert & Salovey, 2004). Because gossip 
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functions to help us become socialised into our professional role and adapt accordingly to the work 
ethos, it comes as no surprise that people make an active effort to talk to others on their first day 
“on the job” (i.e., for more on the process of socialisation for newcomers, see Saks & Ashforth, 
1997; see also Laing, 1993). Particularly pertinent to confidentiality, those employees who are privy 
to the “office gossip” may perceive that they are part of the workgroup and experience a sense of 
mutual trust and respect (e.g., as “dependable juniors”). Conversely, those who do not, might 
perceive that they are excluded by the group and simply there to fulfill obligatory work 
requirements (e.g., “hired hands”). Taken together, these empirical findings speak to the capacity of 
gossip to form distinct insider/outsider group dynamics.  
 The idea that sharing secrets binds individuals together interpersonally has been widely 
supported in previous research (see Caughlin & Petronio, 2004 for a comprehensive overview). 
This research leads us to speculate that confidential information (which is akin to gossip in many 
ways) may also be a group bonding agent. More particularly, we can hypothesise that receiving 
confidential information heightens a sense of belonging, social validation, and self-esteem which in 
turn, helps us to form connections with our group and to cultivate a stronger sense of “us” (see also 
Kurland & Pelled, 2000; Soeters & van Iterson, 2002). Conversely, those who do not receive 
confidential information from their ingroup might feel that they have been left out and/or that they 
cannot be trusted.  
Taken together, these various ideas provide some initial insights into the ways in which the 
exchange of confidential information might influence identification processes. At this point, it is 
useful to also elaborate upon these propositions to consider how they may also shape organizational 
outcomes more generally.  
Effective communication and job satisfaction.  To understand how good communication 
feeds into higher levels of job satisfaction, it is instructive to review literature within the field of 
management that examines leader-member exchange. Briefly, from this perspective, the dyadic 
relationship between a leader and a member of their organisational unit is fundamental to outcomes 
at the individual and organisational level (e.g., Graen, 1976; Graen & Cashman, 1975). This means, 
for example, that the way in which leaders relate to, and interact with, their employees is an 
important factor in predicting job satisfaction and performance.   
In understanding how this is the case, consider the idea that supervisors have a limited 
number of resources and as such, may not distribute their resources equally among their employees 
(Graen & Uhl-Bien, 1995). This means then that some leader-follower dyads will be characterised 
by high-quality exchanges (e.g., mutual liking, trust, and respect) whereas these aspects will be 
neglected (or simply do not exist) in low-quality exchanges (Loi, Chan & Lam, 2014; Loi, Mao & 
Ngo, 2009). One implication of this state of affairs is that employees in the former situation are 
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likely to feel happier at work than those in the latter. Indeed, meta-analyses have found that it is 
high quality leader-member exchanges in particular that predict not only individuals' commitment 
to the organisation but also their job performance and satisfaction (Amos & Herrick, 2005; for a 
meta-analysis see Gerstner & Day, 1997).  
Identification builds job satisfaction. Although the above evidence suggests that effective 
communication is a key predictor of job satisfaction, the mechanism through which this operates is 
yet to be fully articulated. To this end, in what follows I provide a conceptual justification for the 
proposition that a sense of social identity-based psychological attachment underpins the positive 
relationship between effective communication and job satisfaction.  
In the organisational domain, identification with a particular unit is driven by the desire to 
satisfy two fundamental human needs: uncertainty reduction and self-enhancement (Pratt, 1998). 
More specifically, uncertainty reduction speaks to idea that individuals need to belong to a social 
group, so that they are able to anchor their self-concept and able to understand “who I am”. In 
learning about their self-concept in group-based terms, individuals benefit because they become 
certain of how they ought to behave and thus are able to function with assuredness within this 
context (Hogg, 2000; Turner, 1991). This means that employees who identify with an 
organisational ingroup and feel that their need to reduce uncertainty is met, are likely to experience 
higher levels of job satisfaction than those who do not.  
Organisational identification also contributes to self-enhancement. Amongst other things, 
this is evidenced by the fact that, if they can, individuals generally try to join organisations (and 
organisational units) that are seen to be prestigious (Haslam, Powell & Turner, 2000). A key reason 
for this is that if they are successful in this endeavor, then this is likely to fulfill the need to achieve 
a positive and distinct sense of identity (Tajfel & Turner, 1979). As such, individuals are likely to 
report higher levels of job satisfaction to the extent that they feel identified and relatedly, feel proud 
to be part of a particular group membership. Indeed, this explains why individuals may be happy to 
work for a high-status organisation even if it is associated with less financial remuneration than 
working for a low-status one (Haslam et al., 2000).  
 Following on from this sense of pride in group membership, it seems plausible that highly 
identified individuals will be emotionally invested in their ingroup. This sense of emotional 
investment should dispose individuals to make more positive primary appraisals at work (Boroş, 
Curşeu & Miclea, 2011). As a corollary, individuals should be more likely to adhere to 
organisational goals and to be motivated to coordinate their efforts with others to achieve those 
goals (Brewer & Kramer, 1986). Again, this occurs because individuals are also more inclined to 
trust and like their colleagues which, arguably, also makes their overall work experience far 
pleasant (van Dick & Haslam, 2012).  In this way, even in difficult work conditions (e.g., those 
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associated with bomb disposal) employees can be content with their work life because it is 
perceived to be part of “getting the job done” and is underpinned by a sense of “we are in this 
together” (Haslam et al., 2005).  
 Thus far, our analysis has focused primarily on the processes through which patterns of 
shared identity might develop and on the way in which communication is pivotal to that process. 
Moreover, we have also seen that this work speaks to the idea that a sense of shared identity might 
develop via particular forms of communication and that this in turn will lead to higher perceptions 
of job satisfaction. Yet while this cross-disciplinary evidence provides us with some clues as to the 
kind of effects we envisage, more systematic examination is clearly required to explore and test the 
way in which identity is bound up with, and predicated upon, a specific type of communication 
exchange — namely that of confidential information.  
Social Identity and Confidential Information  
As we saw in Chapter 2, researchers who study confidentiality in the workplace tend to 
focus on interpersonal aspects of the process and, in seeking to foster effective management of 
confidential information, propose various sets of rules that individuals should follow in order to 
achieve this. The consensus here is that as long as individuals follow these rules then this, in turn, 
should lead to improved outcomes for the organisations. However, one problem with this line of 
thought is that it neglects the fact that individuals do not always think, feel and behave as 
individuals (particularly, within modern highly differentiated work systems).  
Instead, as we have seen, they are likely to be part of a salient psychological group, and this 
collective aspect of their psychology is likely to be important in shaping their thoughts and 
motivations when it comes to handling confidential information. More specifically, SCT leads us to 
predict that in intragroup contexts, personal identity concerns will be particularly important and will 
serve as the cognitive and motivational basis for confidentiality management. However, in 
intergroup contexts these concerns will be more likely to be shaped by a person’s social identity. 
This leads us to speculate that in a range of organisational contexts, group dynamics are likely to be 
an important determinant of confidentiality management dynamics. Thus, although it is not disputed 
that confidentiality management is personal, it is plausible that it also has social determinants that 
remain largely unexplored in research to date.   
As we have seen, a social identity approach is particularly useful in helping us to theorise 
about the nature and impact of these social determinants. Accordingly, if we think about 
organisations as intergroup contexts, and reflect on the fact that this is the precisely the context in 
which sensitive information is typically handled, then attention to this theoretical perspective would 
seem to afford an opportunity to enrich our understanding of how individuals manage confidential 
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information at work. In this regard it is helpful to formalise a few key propositions of the social 
identity approach, before drawing these together schematically in an integrated model. 
 As we have seen, social identity theory predicts (a) that individuals generally strive to 
achieve a positive sense of self (of ‘who they are’) and (b) that their sense of self will often be 
defined by the sense of identity that is furnished by group memberships (as “we” and “us”; Tajfel & 
Turner, 1979). Under these conditions an individual’s sense of self-esteem is linked to the fate of 
the group (and to that of fellow ingroup members; Reicher, et al., 2010) because those others are 
seen to be as part of the collective self (Turner et al., 1987). Accordingly, when a particular identity 
is salient, individuals are expected to act in ways that advance that group’s interests — attempting 
to make it better than, and different from, salient outgroups on valued dimensions (Ellemers, Spears 
& Doosje, 2002).  
All of this leads to the prediction that when a person’s social identity is salient in the 
workplace the desire to advance ingroup interests will lead them to try to manage confidential 
information in ways that advantage that ingroup. Spelling this point out further, we hypothesise that 
ingroup members may be less inclined, or at the very least, reluctant to disclose confidential 
information that reflects negatively on their group1. Here, they might be particularly motivated to 
protect their identity against external threats and try to contain the information as much as possible 
within their ingroup boundary. On the other hand, a very different motive might underpin their 
intentions if negatively valenced information concerns a relevant outgroup. In this case, individuals 
might be motivated to disclose this confidential information a means of undermining the outgroup 
and/or asserting ingroup power2. 
Nevertheless, an important caveat here is that these patterns may depend on how “us” is 
defined— as rival groups within the organization, or one organization that includes both groups 
against another organization (e.g., see Haslam, Eggins & Reynolds, 2003). More generally, SCT 
leads us to predict that depending on the level of abstraction at which social identity is defined, 
individuals might be motivated either to preserve the confidentiality of material pertaining to a 
select few (in the case of a narrowly defined ingroup identity) or else of a wider group (in the case 
of a more inclusive identity defined at a higher level of abstraction; Turner et al., 1987). 
As such, individuals are likely to be less inclined to share confidential information of their 
group with another, depending on how they define themselves within any given work context. 
                                                
1 It is important to specify that source and identity-relevance of information are not synonymous here (i.e., it is possible 
that an outgroup member may disclose confidential information concerning the ingroup, or an ingroup member may 
disclose confidential information concerning the outgroup).  
	
2 Of course, among other things, this will also depend on the broader set of relations of intergroup relations, and on the 
particular social identity made salient (Reicher et al., 2012). 
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When identity is defined more narrowly (e.g., doctors), then individuals might be only less inclined 
to share confidential information to the extent that it emerges from their group member (e.g., 
another doctor rather than a nurse). However, if identity is defined more broadly (e.g., in terms of 
allied health staff) then individuals might also be less inclined to share confidential information 
(e.g., if a nurse provides it)3. All of this points to the idea that self-categorisation in the workplace 
provides a motivational basis for the handling confidential information in particular ways. 
However, perceptions of confidentiality are also critical to this process. To this end, another key 
proposition of self-categorisation theory is that shared social identity furnishes parties to the 
communicative exchange with a shared cognitive framework that provides a basis for mutual 
understanding (Postmes, 2003). When people feel a sense of psychological attachment to their 
group, not only are they cognitively inclined to reach agreement with members of their group but 
also behaviourally motivated to pursue efforts that conform to the norms of that group (Turner, 
1999).  
One implication of this is that when sensitive information relates to an ingroup, the 
perceived confidentiality of confidential information is likely to be heightened. This is because the 
nature of the information means that individuals are here more likely to see the interests of the 
ingroup as being threatened (i.e., because a valued identity is at risk). As such, not only are they 
likely to potentially understand confidential information to be confidential, but to treat it as such 
and to retaliate against unauthorised information disclosure. Thus, this set of ideas leads us to 
predict that individuals might not also perceive information to be confidential if it emerges from an 
ingroup member rather than an outgroup member, but also are behaviorally motivated to preserve 
the confidentiality of that material. In this way, we see that how employees think about 
confidentiality and what they do with confidential information is likely to be structured by their 
social relationships in the workplace and, more particularly by patterns of shared and non-shared 
social identity (Haslam, et al., 2012). When these social relationships are framed by a sense of 
shared social identity (so that both the receiver and the source are ingroup members), people should 
be more inclined to see potentially confidential information as ‘confidential’ and relatedly, be more 
likely to preserve confidentiality (as indicated as HI in Figure 2). 
                                                
3 Of course, confidentiality itself can also be defined by intergroup boundaries such that a person in a given group may 
disclose information with the implicit understanding that it not be disseminated further (e.g., as seen when they 
say “this information is not to leave this room”). 
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Figure 2. The role of shared social identity (salient self-categories) in determining how individuals think about, what 
they do with, and how they interpret confidential information.
Information source and 
recipient share salient social 
identity 
Perceive confidentiality  
Preserve confidentiality  
Optimal interpretation of confidential information  
  
Information 
source  
Recipient  
Salient self-category 
Boundary for optimal trust, empathy, 
accommodation, communication, respect 
Information source and recipient do 
not share salient social identity 
Less likely to perceive confidentiality  
Less likely to preserve confidentiality  
Sub-optimal interpretation of incoming confidential 
information 
Information 
source  Recipient  
Salient self-categories  
Boundaries for optimal trust, communication, 
accommodation, respect  
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 On the other hand, when these social relationships are defined by an absence of shared 
identity (so that both the receiver and the source are outgroup members), then individuals will not 
only will be less inclined to perceive information as ‘confidential’ but should also be less inclined 
to preserve confidentiality (as indicated as H2 in Figure 2). To the extent that this is true, I would 
argue that an understanding of identity-based relationships is fundamental to optimal confidentiality 
management in which individuals perceive and handle confidential information in a way that is 
mutually beneficial. 
The association between social identity and confidentiality management becomes more clear 
when we consider the processes that underpin the former are also central to the latter. To this end, a 
further plausible hypothesis is that a sense of shared social identity creates processes of trust, 
respect, accommodation and communication which are central to the management of confidential 
information (Foddy, Platow, & Yamagishi, 2009). Spelling this point out further, confidentiality 
should be a powerful social signal such that when people give another person confidential 
information, the act of communicating it indicates that the information provider trusts the recipient 
to treat the information with a certain level of sensitivity and discretion.  
Indeed, without some level of identity-based trust, it seems that confidential information is 
unlikely to be shared (unless with the specific intention to mislead). In short, sharing confidential 
information is a sign of deep trust and as such should help establish intragroup bonds and socially 
bind individuals together in a sense of ‘we-ness’. As such, the recipient of confidential information 
that stems from an ingroup member might be particularly motivated to increase their sense of 
shared identity with the ingroup.    
Putting all these ideas together, we hypothesise that when people experience this sense of 
psychological closeness to other members of their group (and when they perceive that the group 
membership is valued by their organization) they are more likely to trust and respect each other and 
work hard to manage confidential information effectively collectively.  
Accordingly, the central hypothesis of this thesis is that confidentiality management (which 
includes the extent to which one perceives information as confidential, whether one decides to 
communicate this information and how this, in turn, is interpreted) is structured by identity 
concerns that are framed by salient group memberships in the workplace.  This, then, is the primary 
hypotheses that the studies reported in the chapters that follow seek to test. 
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Chapter 4 
 Study 1: Evidence that shared social identity impacts on the management of confidential 
information 
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Overview 
This first empirical study will provide an initial test of the hypothesis that social identity 
determines the ways in which people manage confidential information in organizational settings. 
Specifically, it examines whether group identification (as defined by membership of a fictitious 
work team) and the designated confidentiality of stimulus information influences individuals’ 
construal of confidential information and their decisions about how to handle it. The study will also 
explore other potentially relevant variables with the intention of providing a more comprehensive 
picture of the processes that underpin the hypothesised effects. In what follows, I will briefly reprise 
the theoretical logic that informs the study (as outlined in the foregoing chapters) before going on to 
present details of its procedure and findings.  
Background  
 Research on the way in which people handle confidential information is of significant 
interest to the public, professional and scientific world. It is, therefore important to understand what 
factors are involved in individuals' decisions surrounding confidentiality. Although confidentiality 
management has a lengthy history within the philosophical tradition (as mentioned in Chapter 2), it 
has only recently emerged as a focus for psychological scholarship. Here, a large body of recent 
theoretical and research has paid attention to the ways in which individuals’ personal characteristics 
explain variation in the management of confidential information (e.g., investigating the way in 
which the informer's level of ethics education predicts whether they breach confidentiality).  
  Notwithstanding the considerable advances made by this research, in the chapters above it 
was argued that individual-level accounts are limited in scope because they fail to explain the social 
underpinnings of confidentiality management. In this regard, a social identity approach to 
confidentiality management would appear to be particularly useful. This is because it can help us 
understand when, why, and how the social relationships that arise in the context of groups, impact 
on the way that individuals perceive confidential information and critically, their intentions 
regarding how to manage confidential information. 
The aim of this chapter is to provide an initial test of the ways in which issues related to 
group membership and social identity are implicated in the management of confidential 
information. Within this chapter, the current study derived a number of key hypotheses from the 
social identity approach reviewed in Chapter 3. Each of these hypotheses are outlined below, as 
well as the rationale that underpins them. For the sake of brevity, the rationale is summarised on the 
basis of the extensive review covered in the previous chapter.   
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H1: That participants would perceive information to be more confidential if the information source 
was an ingroup member rather than an outgroup member. 
This hypothesis derives from a key proposition of self-categorisation theory, namely that 
shared social identity furnishes parties to the communicative exchange with a shared cognitive 
framework that provides a basis for mutual understanding (Postmes, 2003). In other words, when 
the information recipient shares social identity with the source, they are more likely to want to 
protect the information that the person gives them than is the case when the source is an outgroup 
member. In part too, this inclination to see potentially confidential information as ‘confidential’ will 
reflect the fact that common group membership motivates people to trust, communicate and respect 
one another (e.g., Tyler & Blader, 2000).  
 
H2a. That participants would be less inclined to share confidential information with another person 
(ingroup, outgroup, or outside the organisation) when the source was an ingroup member rather 
than an outgroup member4 
 There are a number of reasons that people might generally be particularly motivated to 
preserve the confidentiality of material provided by an ingroup member. Most particularly, when 
people psychologically categorize themselves as a group member, and act in terms of a particular 
social identity, preserving the confidentiality of ingroup material reflects their desire to protect (and 
advance) the interests of their ingroup— something that might be compromised by sharing that 
information with others. Sharing confidential information might also be seen to violate the terms of 
one’s ingroup membership, and communicate a lack of trust and respect (e.g., Morton, et al, 2012; 
Rabinovich & Morton, 2010).  
 
H2b. That participants would be more inclined to share general ('non-confidential') information 
with ingroup members when the source was an ingroup member rather than an outgroup member. 
This hypothesis reflects the fact that categorization of the self into significant groups and 
identification with those groups is argued to be an important determinant of communication 
dynamics (Haslam, Jetten, O’Brien, & Jacobs, 2004). Speaking to the first part of this hypothesis 
directly, the inclination to generally share information with ingroup members (rather than outgroup 
members) will, in part, reflect the fact that shared social identity serves as a basis for an alignment 
in perspective (in terms of one’s holistic worldview) and interests (Turner, 1991). Indeed, this is 
consistent with a number of studies which show that people communicate more openly with 
members of their group than with outgroup members (e.g., Agama, 1997; Suzuki). Relatedly, it is 
                                                
4	The assumption within this hypothesis is that the information concerns the ingroup or a fellow member of the ingroup. 
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clear that a lack of shared social identity paves the way for misunderstanding and communication 
failures (e.g., Levine & Moreland, 1999; Petronio, et al., 1998; Weick & Roberts, 1993).  
The above hypotheses all relate to the idea that confidential information that ostensibly 
stems from an ingroup member is likely to have a very different psychological impact than 
information which stems from an outgroup member. As such, the focus for this study is to establish 
how recipients respond to information about confidential material provided by another individual 
and observe whether these reactions differ as a function of group membership of the information 
provider and the perceiver.  
With this goal in mind, the current study was designed to examine two factors that might 
impact on perceptions of, and intentions with, confidential information. In particular, participants 
were presented with information that was described (a) as either confidential or general information 
and (b) as emerging from a member of the ingroup or outgroup. More specifically, the study 
employed a minimal group paradigm in which participants were randomly assigned to one of four 
cells of a 2 (group membership of the information source: in-group vs. out-group) × 2 (information 
confidentiality: confidential vs general) experimental design. 
Method 
Participants and Design 
Two hundred undergraduate students at a large metropolitan university in Australia 
participated in the study. At inception, 230 students were approached to take part in the study and 
203 agreed to do so (88% response rate). Three participants who failed the manipulation check were 
excluded from analyses. In line with the guidelines set out by Simmons, Nelson and Simonsohn 
(2011) a minimum of 20 participants per cell was a focal objective of data collection. Of the total 
sample size, N=188 (94%) were female, and 12 (6%) were male. Their average age was 24 (SD = 
5.24) ranging from 19 to 53 years.  
The majority of participants identified themselves as Australian (N=117, 59%) and indicated 
their ethnicity was Caucasian (N=120, 60%). Informed consent was obtained from all participants 
before participation in the study. Participants received a voucher as a form of compensation and 
were debriefed upon completion of the study. Ethical clearance was obtained from the Ethical 
Review Committee within the School of Psychology at the University of Queensland: 14-PSYCH-
MOP-13-JS.   
As noted above, the study employed a minimal group paradigm in which participants were 
randomly assigned to one of four cells of a 2 (group membership of the information source: ingroup 
vs. outgroup) × 2 (information confidentiality: confidential vs. general) experimental design. 
Procedure and Manipulations 
Participants were recruited primarily through convenience sampling but also invited to 
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participate via email and social media. Participants were asked to complete the study in a laboratory 
in order to ensure consistency across contextual factors. Individuals who agreed to participate in the 
study were asked to read and reflect on a description of a fictitious organisation and then to 
complete a self-report questionnaire. Specifically, they were provided with the following 
information: 
 
Global Training Solutions (GTS) is a worldwide training organisation known for its high-quality 
training programs. GTS has a number of departments— for example, some employees work in 
the Business Legacy Usability and Engineering ('BLUE') team and other employees work in the 
Research and Education Development ('RED') team. We ask that you imagine yourself to be a 
member of this organisation. Specifically, you are part of the Research and Education 
Development ('RED') team in GTS. 
 
Importantly, all participants were assigned to be members of the 'RED' work department. 
Subsequently, they read about an interaction and were asked to imagine that this interaction 
occurred between themselves and another employee at GTS. In addition, they were informed that 
they would be asked questions about the content of this interaction. It was stressed that they should 
read the interaction carefully and direct their attention to the content. Participants were also 
informed that there were no right or wrong answers.  
A minimal group paradigm was employed to manipulate group membership (Tajfel, et al., 
1971). This involved providing participants with the following information:  
 
 As part of a recent professional development strategy, GTS has been interviewing prospective 
employees to hire from outside the company. Jordan works in [the same work team as you (that 
is, the RED team) [ingroup condition]/a different work team to you (that is, the BLUE team)] 
[outgroup condition]. 
 
 
The confidentiality of the material given by the other employee was manipulated by providing 
participants with the following information:  
The week before the decision is officially announced, Jordan says to you:  
"I have some information [general information condition]/This is confidential information 
[confidential information condition]—  I know who is tipped to be the successful applicant for the 
company’s new hire". Jordan proceeds to tell you who it is. 
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After reading the vignette, participants completed a series of measures designed to explore their 
perceptions of, and intentions, regarding the information provided by their colleague. 
 Manipulation checks. Group membership was assessed using one item ("Without referring 
back, please indicate which work team you belonged to"). This item served as a manipulation 
check. Participants were offered multiple choices in response and asked to select only one (1 = red, 
2 = blue, 3 = don’t remember). 
Perceived confidentiality was assessed using one item (“I believe the information the 
[colleague] gave to me was confidential”) in light of evidence that shorter scales are not necessarily 
problematic (Gardner, Cummings, Dunham & Pierce, 1998; Loo & Kelts, 1998; Postmes, Haslam 
& Jans, 2012; Scott, Morgan, Plotnikoff & Cubans, 2015). Respondents were asked to indicate to 
what extent they agreed with this statement (1 = strongly disagree to 7, strongly agree).  
 Dependent variables. Perceived utility of the information provided by the source was 
assessed using a three-item measure ("I believe the information the [colleague] has given me is 
useful, I believe the information the [colleague] has given me is important" and "I believe the 
information [the colleague] has given me is valuable"). Respondents indicated their agreement with 
these statements (on scales from 1 = strongly disagree to 7, strongly agree). A measure of internal 
consistency revealed intercorrelations between the items to be high, α = .81, suggesting it was 
appropriate to aggregate the items to create a single scale.  
Intention to pass on information was assessed with single-item measures for three separate 
recipients: ingroup, outgroup, and an entity outside of the current organization5. Here the same 
item, appropriately reworded, measured motivations to communicate with (a) the ingroup ("I would 
want to share the information [the colleague] gave to me with members of my work team"), (b) the 
outgroup ("I would want to share the information [the colleague] gave to me with members of the 
other work team") and (c) an entity external to the organization ("I would want to share the 
information [the colleague] gave to me with employees of another company"). Respondents were 
asked to indicate to what extent they agreed with these statements on scales from 1 (strongly 
disagree) to 7 (strongly agree). 
Demographics. Participants reported their age, gender, nationality, ethnicity and whether or 
not English was their first language.  Gender was coded as 0 = male and 1 = female. English as a 
first language was coded as 0 = yes and 1 = no.  
The study took approximately 20 minutes to complete. After completing the questionnaire, 
participants were thanked for taking part in the study and debriefed.  
                                                
5 These three ratings were not combined to form a single scale.  
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 Results 
Participants' responses were analysed by means of 2 (information source: ingroup vs. 
outgroup) × 2 (information type: confidential or general information) analyses of variance. 
Manipulation check. The manipulation check showed that majority (98%) participants 
correctly identified the work department they belonged to. Participants who failed this check for the 
key independent variable were excluded from subsequent analyses. Intriguingly though, responses 
to the confidentiality manipulation check revealed a significant main effect of information type, 
such that information was generally perceived to be more confidential when the source labeled it as 
‘general information’ (M = 5.26, SD = 1.63) than when they labeled it as 'confidential' (M = 4.76, 
SD = 1.62), F(1,196) = 4.805, p = .030.   
Dependent variables. Perceived confidentiality. Consistent with H1, there was a significant 
main effect of information source, F(1,196) = 5.197, p = .024, such that information was generally 
perceived to be more confidential when the source of that information was an ingroup member (M = 
5.27, SD = 1.52) rather than an outgroup member (M = 4.75, SD = 1.71).There was no interaction 
between information type and information source for perceived confidentiality, F(1,196) = .031, p = 
.861.  
Perceived information utility. A significant main effect emerged for information source, 
F(1,196) = 9.45,  p = .002, such that information was generally seen to be more useful when it 
emanated from an ingroup member (M = 4.10, SD = 1.19) rather than an outgroup member (M = 
3.59, SD = 1.14). There was a marginally significant main effect for information type, F(1,196) = 
0.39, p = .053. In addition, there was also a significant interaction between source and information 
type, F(1,196) = 4.08, p = .045. As can be seen in Figure 3, this arose from the fact that in the case 
of non-confidential information, information was seen as more useful when it ostensibly emerged 
from an ingroup member (M = 4.22 SD = 1.22) rather than an outgroup member (M = 3.38, SD = 
1.27), t(196) = 3.61, p < .001.  However, the perceived utility of confidential information did not 
vary as a function of information source, t(196) = 0.74, p = .458).  
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Figure 3. Perceived information utility as a function of social identity and designated confidentiality.  
 
Intention to share information6. There were no main effects for intentions to share 
information with ingroup members, outgroup members, or people outside the organization. 
However, there was a significant interaction between information type and information source, 
F(1,196) = 14.23, p < .001. Contrary to H2a, simple effects analysis indicated that intentions to 
share confidential information with another (i.e., ingroup, outgroup, or outside the organisation) did 
not differ as a function of whether the source was an ingroup member (M = 3.44, SD = 1.71) or an 
outgroup member (M = 4.00, SD = 1.79), t(196) = 1.64, p = .102. However, in line with H2b, as can 
be seen in Figure 4, participants reported a greater intention to share non-confidential information 
when its source was an ingroup member (M = 4.00, SD = 1.65) rather than an outgroup member (M 
= 2.74, SD = 1.65), t(196) = 3.69, p < .001. Importantly too, when information came from an 
outgroup source, participants reported a greater intention to share confidential information (M = 
4.00, SD = 1.79) than general (i.e., 'non-confidential') information (M = 2.74, SD = 1.76), t(196) = 
3.69, p < .001.  
 
                                                
6 The statistics here reflect only the ingroup addresses (the other two results concerning the outgroup or members 
external the organization are not reported here).  
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Figure 4. Study 1: Intragroup motivations to pass on information as a function of social identity and designated 
confidentiality.  
 
Simple correlations 
The preceding results indicate that similar effects emerged for how useful the information 
was perceived to be (see Figure 3) and whether or not participants intended to share this 
information with ingroup members (see Figure 4). More specifically, non-confidential information 
was seen to be more useful (Mingroup = 4.22 vs. Moutgroup = 3.38) and, was more likely to be 
passed on to fellow ingroup members (Mingroup = 4.00 vs. Moutgroup = 2.74) when the 
information source was an ingroup rather than an outgroup member. Relatedly, confidential 
information was seen to be more useful (Mingroup = 3.81 vs. Moutgroup = 3.99) and was more 
likely to be passed onto fellow ingroup members (Moutgroup = 4.00 vs. Mingroup = 3.44) when it 
came from an outgroup rather than an ingroup member.  
However, note that these effects are stated in terms of means and do not reflect statistically 
significant differences. On this mean-difference basis though, we reviewed correlations to 
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determine if perceived information utility acted as a potential mediator between social identity and 
confidentiality management. It was found that significant correlations emerged between perceived 
information utility and motivations to communicate the information. Importantly though, this was 
found to be true only in the case of non-confidential information for both ingroup, r(198) = 0.517, p 
< .001 and outgroup, r(198) = 0.458, p < .001. Critically then, in the case of confidential 
information, intentions to pass this type of information on to members of one’s own team did not 
depend on how useful the information was perceived to be for either the ingroup, r(198) = 0.107, p 
= 0.458 or the outgroup, r(198) = 0.212, p = 0.143.  
Discussion 
The focus for Study 1 was to examine how people respond to confidential information and 
how their reactions might differ as a function of the group membership of the source of information. 
In particular, we sought to determine if the extent to which people perceived information as 
confidential and what they intended to do with it depended on whether the information was 
provided by an ingroup or an outgroup member. The findings support H1 in showing that 
information was perceived to be more confidential when the source of that information was an 
ingroup member rather than an outgroup member irrespective of whether the information was 
described as 'general information' or 'confidential information'. Because shared social identity 
provides people with a common interpretative framework, this accelerates processes of 
communication, and thus should mean that when information is provided by a fellow ingroup 
member, one is more likely to potentially see it as ‘confidential’.  
On the other hand, we did not find support for H2a. That is, participants did not indicate that 
they were less likely to share confidential information than general information with another person 
(either ingroup, outgroup or outsize the organisation) if the information emerged from an ingroup 
member rather than an outgroup. In other words, people did not seem particularly motivated to 
preserve the confidentiality of material provided by an ingroup member. To account for this 
perplexing finding, it is noted that the use of imagined groups (as opposed to actual groups) might 
have not been robust enough methodologically to elicit a strong sense of identity (and thus limited 
our ability to find effects that may emerge from this identification).  
However, in support of H2b, individuals reported greater intentions to share 'general 
information' with ingroup members when the information emerged from an ingroup rather than an 
outgroup member. This makes sense if we recall that on the whole, common group membership is 
key for the success of our communication efforts. When identity is framed by a common sense of 
‘we’, then individuals are not only more likely to pass on messages to members of their group but 
also to pay attention to the original message that is given. It follows then, that information described 
in more general terms is likely to be passed onto other ingroup members (assuming that it came 
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from an ingroup member and thus deemed worthy of considering in the first place).  
Importantly too, we also explored other potentially relevant variables without specific 
hypotheses to uncover some evidence for process. At least four things are key to note here i) the 
group membership of the information source, ii) type of information, iii) perceived usefulness of the 
type of information provided and iv) intentions to further pass this information to other members of 
the ingroup. Accordingly, when an ingroup member provided non-confidential information, it was 
perceived to be more useful and more likely to be passed onto ingroup members. However, in the 
case of an outgroup information source, the same information needed to be labelled as confidential, 
for it to be considered useful and map onto sharing intentions.  
These effects were followed up with correlations to further unpack the processes that might 
dictate the flow of confidential information. In particular, it was found that although, perceived 
usefulness was positively correlated with intentions to pass on non-confidential (i.e., ‘general’) 
information, this relationship did not hold for intentions to pass on confidential information. From a 
SIT/SCT perspective, it could be argued that general information only seems useful when it comes 
from a favoured source (e.g., because ingroup members are perceived to share the same perspective 
on the world and thus their messages warrant attention and are trusted). However, in the context of 
non-shared group membership, perhaps the motivation to pass on confidential information of an 
outgroup source stems from a desire to undermine the group (along the lines of achieving a positive 
self-esteem) or to consolidate one’s status as a fellow group member (along the lines of sharing 
valuable information obtained from outside as a strategy to gain trust and respect).  
Summary  
 Psychologists recently have become increasingly interested in the question of how 
individuals think about, and what they intend to do with, confidential information. Much of this 
research has taken an individual level of analysis. However, working from social identity principles, 
our study sheds light on possible psychological constructs that may influence how people manage 
confidential information across intergroup boundaries and within intragroup context. More 
particularly, this study provides evidence that social identity underpins perceptions of 
confidentiality. We also replicated a standard effect in the communication and social identity 
literature, that individuals share more general information with ingroup members than with 
outgroup members. There is also some evidence to support the claim that social identity plays a role 
in intentions to share confidential information. Although shared social identity does not directly 
translate into reduced intentions to share confidential information, non-shared social identity acts as 
a catalyst to share confidential information. Taken as a whole, the findings thus support claims that 
identity concerns structure how people think about confidential information but only lend indirect 
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support to the idea that it is also structures what they intend to do with it.  
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	Overview 
This second study will seek to test the hypothesis that sharing confidential information can 
serve to build a sense of social identity between people in organizational contexts. Specifically, it 
will test whether the designated confidentiality of the stimulus material impacts on how the 
recipient of that information categorises themselves in terms of group identification. In this way, 
rather than examining how social identity is implicated in confidentiality management (as we did in 
Study 1), this study investigates the opposite side of the equation: whether confidentiality 
management is implicated in the development of social identity.  
More particularly, in this chapter I argue the case that, the exchange of confidential 
information does not necessarily constitute a communication “breach” but rather, can be a process 
through which people seek to build identity and consolidate their relationship with another. I also 
seek to establish what consequences (if any) flow on from this newly formed sense of identification 
with another. For this purpose, I will first provide a brief background to the study. This background 
is followed by an outline of key study hypotheses that are grounded in social identity theorizing. 
After that, I will detail the study methodology and findings. The chapter then concludes with a 
discussion of the implications of these findings before presenting conclusions from the research as a 
whole in the final chapter.  
Background 
Among scholars in psychology, the effects that emanate from the exchange of confidential 
information have historically received little systematic investigation. More particularly, the idea that 
some form of extra closeness can result when people share particular types of information is yet to 
be examined systematically. Nevertheless, I argued in Chapter 3 that there is a rich heritage to draw 
on from within the tradition of shared cognition to inform theorising around this issue. The key idea 
that emerges from this literature is that communication is a pivotal process through which 
individuals can develop a shared understanding— to the extent that it might also lead to a sense of 
shared identity (at the level of “us” and “what we represent”). Taken together, the research suggests 
that the communication process itself has important psychological consequences for identity-related 
outcomes (e.g., Koudernberg, et al., 2011). To explore this issue, the study in this second empirical 
chapter tests the following hypotheses derived from social identity theorizing.  
 
H1: That when participants receive confidential rather than non-confidential or neutral 
information they will be less inclined to share this information with other ingroup members. 
 Recall that one of the fundamental tenets of SCT is that the way in which an individual self-
defines has important consequences for how they respond to their social world (Turner, 1982). 
More particularly, when the self is defined in terms of a social identity, then our internal dialogue 
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	becomes external, such that how we think or feel and determine what the appropriate course of 
action will be (in part) dependent on the shared group norms and values of the groups we belong to, 
and whose interests we seek to advance. In particular, because confidential information is typically 
sensitive in nature, then it is in the interests of the group member to ensure that the information 
remains confidential. From a SCT/SIT perspective, when a particular identity is salient, individuals 
should thus act in ways that will preserve the integrity of the group. Indeed, this is because the 
disclosure of confidential information is likely to compromise the group and its interests. In part 
too, the decision not to share confidential information reflects the fact that shared social identity 
provides individuals with the basis for a shared cognitive framework, such that any information that 
is offered is likely to be construed in the spirit in which it is given— so that if it is said to be 
confidential, it is treated as confidential.  
 
H2: That when participants receive confidential rather than non-confidential or neutral 
information from an ingroup member this will increase their identification with the ingroup 
This hypothesis reflects the fact that receiving information that is sensitive and privileged is 
likely to increase the recipients’ sense that they are trusted by fellow group members (of whom the 
source is one), and therefore that they belong, and are seen to belong, in the group. This accords 
with research into gossip which suggests that this serves to create and consolidate intragroup bonds; 
e.g., Baumeister, Zhang & Vohs, 2004; McAndrew, Bell, & Garcia, 2007; Wert & Salovey, 2004).  
 
H3: That when participants receive confidential rather than non-confidential or neutral 
information from an ingroup member, this will increase their sense of job satisfaction.  
This hypothesis follows from the leader-member exchange literature, which shows that the 
different ways in which leaders communicate with their followers can feed into levels of job 
satisfaction. In particular, studies show that due to resource constraint, only a select number of 
leader-follower dyads are characterised by high-quality exchanges, and that, when they occur, these 
promote mutual liking, trust, and respect and thus serve to enhance employee satisfaction and well-
being (Loi, Chan & Lam, 2014; Loi, Mao & Ngo, 2009). Indeed, this logic might apply to 
confidential information which is by definition not widely shared and exclusive. As a corollary, 
though, employees who (for whatever reason) do not receive confidential information, are more 
likely to perceive that they are excluded from the ingroup and hence to disengage psychologically 
from the organizational unit and be less satisfied with their work. 
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	H4: That support for H3 will be mediated by H2. That is, when participants receive confidential 
rather than non-confidential information from an ingroup this will increase their sense of job 
satisfaction because it increases their sense of shared identity with that ingroup. 
 This meditational hypothesis integrates H2 and H3 in suggesting that it is the increased 
sense of social identification that flows from the exchange of confidential information that accounts 
for increased job satisfaction on the part of recipients. More generally too, this hypothesis accords 
with a large body of organizational research which shows that social identification underpins a 
range of positive outcomes in the workplace (e.g., reduced stress, increased well-being; Haslam, 
2004). 
 The primary aim of this empirical study is to investigate whether, and to what extent the, 
exchange of confidential information is implicated in people’s development of a shared social 
identity. In this way, this study examines whether social identity might be enhanced by the 
communication of confidential information. More particularly, it seeks to examine the degree to 
which communication of ingroup information that is explicitly labelled as confidential rather than 
non-confidential or unlabeled builds a sense of shared identity. Because the manipulation of 
confidentiality did not work in the intended manner in the first study, it was decided a priori that in 
the present study, the only manipulation is that of the confidentiality label. In other words, the study 
that follows omitted the ingroup/outgroup manipulation and isolates the effect the confidentiality 
manipulation had solely. To achieve this, the study randomly assigned participants to one of three 
designated confidentiality conditions: confidential, neutral (i.e., unlabeled confidentiality) and non-
confidential.    
Method 
Pre-testing 
 Pre-test was conducted to check the robustness of the scales that were used in the study. It 
also sought to determine whether the manipulation of confidentiality worked in the intended 
manner. Twenty-three introductory psychology students took part in the pre-test. Of these, 13 
(57%) were female and 10 (43%) were male. Their average age was 22 (SD = 3.20) ranging from 
19 to 24 years. 
 Participants were allocated to one of three conditions that specified the confidentiality of 
ingroup communications. It is important to note that group membership of the information provider 
was consistent across the three conditions of confidentiality.  Here participants received in-group 
information that either was labelled as confidential, non-confidential or unlabeled (which served as 
'control'). Respondents expressed their agreement with these statements (on scales from 1 = strongly 
disagree to 7 = strongly agree).  
 ANOVA results indicated that participants perceived the condition described as  
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	'confidential' to be the most confidential (M = 6.62, SD =.96). Following this, the condition that 
represented the control level of confidentiality (unlabelled) was perceived to be of moderate 
confidentiality (M = 4.35, SD = 1.64). Finally, the condition described as ‘non-confidential’ was 
perceived to be the least confidential condition (M = 1.10, SD = 1.40). This pattern of results 
suggests that the manipulation of confidentiality was successful and, we therefore went on to use 
the scripts we had tested here for the main study.   
Participants and Design 
 Three hundred and twenty-nine people were recruited through Amazon Mechanical Turk to 
participate in the study. This sample does not represent those that did not respond as instructed to 
the manipulation check or attention checks (73% response rate). Of the total sample size, 160 (49%) 
were female, and 169 (51%) were male. Their average age was 47 (SD = 5.13) ranging from 22 to 
60 years. The majority of participants identified themselves as Australian (300, 91%) and indicated 
their ethnicity was Caucasian (256, 78%). Those wishing to participate in the study were required to 
provide their consent. 
  The study design varied only one between-subjects factor: the designated confidentiality of 
the material provided to the participant. Here participants were randomly assigned to a condition 
that described information as either confidential or non-confidential, or (in a control condition) in 
which no label of confidentiality was provided. Perceived confidentiality, intentions to share 
information with ingroup, social identification, and perceived job satisfaction served as dependent 
measures. Participants were financially compensated for participating in the study and were 
debriefed upon its completion. The study was approved by the Ethical Review Committee in the 
School of Psychology at the University of Queensland (approval number: 15-PSYCH-MOP-04-JS).  
Procedure and Manipulations 
All participants were recruited through the online server Amazon Mechanical Turk. 
Individuals who agreed to participate were told that the purpose of the study was to examine 
attitudes and communication in the workplace. This served as a cover story. Participants were 
presented with a vignette that described an interaction in an unnamed organisation and imagine that 
they were part of this workplace, and on this basis, complete a self-report questionnaire. 
Participants were encouraged to pay close attention to the vignette and to the exchange of 
information that occurred within it. Participants were asked to imagine themselves in the study 
scenario as vividly as possible in order to be able to answer questions about their job position.  The 
following information was provided to participants in the first part of the vignette: 
 
Imagine you are working in an organisation. In this organisation, you work in Team Capricorn. You 
happen to be in the lunchroom alone, when Sam, a fellow member of your work team arrives. You notice 
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	 he is carrying work files. 
 
He turns to you and tells you about a memo he received from the head of operations. 
 
He explains to you that the memo concerns another member of your work team, Taylor who has been 
unsuccessful for an internal promotion. 
 
The confidentiality of the material given by the other employee was manipulated by providing 
participants with the following information:  
 
The conversation between you and Sam flows for a while, and you briefly glance at the pile of 
documents Sam is carrying. You notice a print-out of an email with the following subject line: 
 
CONFIDENTIAL: Taylor’s Application [in the explicit confidential condition] 
 
NON-CONFIDENTIAL: Taylor’s Application [in the non-confidential condition]/ 
 
Taylor’s Application [in the control condition] 
 
You and Sam continue talking about departmental issues, and he also mentions that the information he 
just gave to you about Taylor's application is [confidential/non-confidential/no mention of its inherent 
confidentiality]. You and Sam then leave the lunchroom together to return to work. 
 
Note that aside from the manipulation of confidentiality, the content of the vignette was 
identical across the three conditions. After reading the vignette, participants answered a series of 
questions designed to measure their perceptions of, and intentions about how to handle, confidential 
information, as well as their identification and job satisfaction. These were as follows:  
Manipulation check. Perceived confidentiality. Perceived confidentiality was assessed 
using one item (“I believe the information the [colleague] gave to me was confidential”). 
Respondents indicated their agreement with this item on a scale from 1 = strongly disagree to 7 = 
strongly agree).  
 Dependent variables. Intentions to share with ingroup. Three items measured motivations 
to communicate information received from an ingroup with other ingroup members ("I would share 
this information with people within in my work team", "I would be happy to let people within my 
work team know about this information" and "I would pass on the information Sam gave to me to 
people within my work team"). Respondents indicated their agreement with these statements (on 
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	scales from 1 = strongly disagree to 7 = strongly agree). The internal consistency of the overall 
scale was high, α = .96 and scores were therefore averaged to create a single measure.  
Shared identity. Shared social identification was rated by participants using Doosje, 
Ellemers and Spears’ (1995) measure. This measure includes four items that assesses cognitive, 
affective and evaluative dimensions of identification: "I see myself as a member of Team 
Capricorn", "I am pleased to be a member of Team Capricorn", "I feel strong ties with Team 
Capricorn" and "I identify with other members of Team Capricorn". Respondents indicated their 
agreement with these statements (on scales from 1 = strongly disagree to 7 = strongly agree). The 
internal consistency of the overall scale was acceptable, α = .81, and hence scores on the items were 
averaged to create a single measure.  
Perceived job satisfaction. Perceived job satisfaction was measured using the Michigan 
Organisational Assessment Questionnaire Job Satisfaction Subscale (MOAQ-JSS; Cammann, 
Fichman, Jenkins & Flesh, 1979). Scores on the MOAQ-JSS are computed using the mean of three 
items: "All in all I am satisfied with my job", "In general I like working here" and one reverse-
scored item, "In general I don't like my job". In line with a recent meta-analysis (Bowling & 
Hammond, 2008), the internal consistency of the MOAQ-JSS was quite high, α = .83. 
 Demographics. Participants were asked to indicate their age, gender, nationality, ethnicity 
and whether or not English was their first language. Age was treated as a continuous variable to 
preserve statistical power. Gender was coded as 0 = male and 1 = female. English as a first language 
was coded as 0 = yes and 1 = no. In total, participation the study took around 20 minutes to 
complete. After completing the questionnaire, participants were thanked for their participation and 
debriefed.  
Results 
Data analysis strategy. A series of ANOVAs were conducted to determine whether there was an 
effect of designated confidentiality on perceptions of confidentiality, shared identification and job 
satisfaction. To assess H5, a mediation model was tested using Hayes’ PROCESS macro in IBM 
Statistics (Hayes, 2013; Model 4). The current version of process macro does not permit the use of 
3 levels within a categorical independent variable to test mediation. Thus, before testing the 
mediation model, the control condition of confidentiality (unlabelled) was removed (N=218).  
Manipulation check. The manipulation check appeared to be successful, such that there 
was a significant main effect of information type F(2, 326) = 279.24, p < .001, ηp²=.631 on 
perceived confidentiality which was decomposed by means of planned comparisons. These revealed 
that participants’ perceived information to be more confidential when the information was labelled 
confidential (M = 6.58, SD = .913) than when it was labelled non-confidential (M = 2.06, SD = 
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	1.83, t(326) = 23.00, p < .001) or not labelled (neutral; M = 5.26, SD = 1.45, t(326) = 17.20, p < 
.001).  These set of findings are presented in Figure 5 below.   
 
 
Figure 5. Study 2: Perceived confidentiality as a function of designated confidentiality 
 
Dependent variables. Intentions to share with ingroup. There was a significant main effect 
of information type F(2, 326) = 5.06, p < .007, ηp²=.030 on intentions to share information with the 
ingroup, which again was decomposed by means of planned comparisons. As predicted by H1, 
participants were generally less inclined to pass on information when the information was labelled 
confidential (M = 2.47, SD = 1.73) than when it was labelled as non-confidential (M = 3.14, SD = 
1.70), t(326) = 2.77, p < .006. However, there was no difference in intentions to share with the 
ingroup when the information source labelled the information as non-confidential than when it was 
not labelled (M = 3.13, SD = 1.91), t(326) = - 0.66, p = 0.947.  
Shared identity. There was a significant main effect of information type F(2, 326) = 6.92, p 
< .001, ηp²=.041 on participants’ identification with the ingroup. As predicted by H2, planned 
comparisons revealed that participants perceived a greater sense of shared identity with the ingroup 
when the information source labelled the information as confidential (M = 5.47, SD = 1.07) than 
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	when the information was labeled non-confidential (M = 4.89, SD = 1.28), t(326) = 3.66, p < .001, 
or when the information was not labelled,  M = 5.27, SD = 1.14), t(326) = 2.35, p < .017.  
Job satisfaction. There was a significant main effect of information type, F(2, 326) = 3.08, p 
< .05, ηp²=.01 which was again decomposed by means of planned comparisons. Consistent with H3, 
individuals reported greater job satisfaction when the information source labelled the information as 
confidential (M = 5.20, SD = 1.25) than when it was labeled non-confidential (M = 4.87, SD = 1.22) 
t(326) = -2.07, p < .03 or not labeled (neutral; M = 4.23, SD = 1.15), t(326) = 2.22, p = .026.  
Identification as a mediator. Bootstrapping analyses with 5000 resamples were conducted to 
test the indirect effects of confidentiality on perceived job satisfaction via social identification 
(Hayes, 2013; Model 4). Consistent with H4, the indirect effect of confidentiality via social 
identification was significant for perceived job satisfaction, b = 0.214, SE = .006 95% CI = .1054 to 
.3407. This is consistent with the claim that when participants received confidential (rather than 
non-confidential information) from an ingroup they reported higher levels of job satisfaction 
because they identified more strongly with the ingroup. Moreover, these results suggest that 
increases in social identity fully mediate the positive effect of receiving confidential (versus non-
confidential) information on job satisfaction. This pattern of effects is displayed schematically in 
Figure 6.  
 
 
Figure 6. Social identification mediates the relationship between designated confidentiality and job satisfaction.  
 
Discussion 
The focus for this study was to explore how people react to receiving information at the 
level of the group and whether these responses differ as a function of information type. More 
particularly though, this study investigated and to what extent the, exchange of confidential 
information affects group identification. The above findings indicated that in support of H1, when 
participants received confidential rather than non-confidential or neutral information, they were less 
inclined to share this with other ingroup members. This is consistent with a key tenet of SCT/SIT 
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	that is, when a particular social identity is made salient, individuals will act in ways that seeks to 
protect (and advance) the interests of the particular group they belong to. In addition, the inclination 
to preserve the confidentiality of ingroup material may stem from the shared understanding that a 
sense of common identity provides.  
Consistent with H2, participants’ social identification with their team also varied as a 
function of the designated confidentiality of the material they received, such that those who 
received confidential information reported a stronger sense of identification with their ingroup than 
those who received non-confidential or unlabelled information. This finding is in line with the 
research on gossip, in that it reflects the role certain information can play in consolidating 
intragroup bonds. This strengthening of ingroup identification may occur because the recipient 
perceives that they have been trusted with confidential information that belongs to their group. 
Similarly, consistent with H3, participants reported higher levels of job satisfaction when 
they received confidential (rather than non-confidential or unlabelled) information. This suggests 
that the decisions individuals’ make with the passing on of confidential information bears the 
potential to create a distinct ingroup/outgroup dynamic. Moreover, such decisions can influence the 
ways in which employees think about their life at work. Indeed, this aligns with the leader-member 
exchange literature that shows us that high-quality exchanges, in particular, are also exclusive and 
tend to be associated with higher levels of job satisfaction.  
Finally, too, in line with H4, path analysis indicated that support for H3 was fully mediated 
by support for H2. In other words, it appears that participants who received confidential rather than 
non-confidential or unlabeled information from an ingroup member reported a higher job 
satisfaction because receiving this information increased their identification with their ingroup. This 
finding is consistent with a wider body of work that demonstrates the ways in which being rooted in 
a social network (and feeling part of that network) yields authentic psychological benefits at both 
personal and social levels (e.g., Haslam, 2004).  
Summary 
 Research from different disciplinary domains and more particularly, the emerging literature 
on shared cognition points to the idea that social identity can be encouraged by particular patterns 
of communication and that this, in turn, has a range of positive consequences. This study is the first 
of its kind, to test— and find support for— the idea that ostensibly confidential information, in 
particular, influences self-categorization on the part of the recipient of that information. In 
particular, this leads us to speculate that the exchange of confidential information might serve as a 
social cue to the recipient regarding their position within the ingroup.  
 Another fundamental message that emerges from this work is that shared social 
identification, does indeed serve as a conduit for the fate of confidential information within the 
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	workplace. For we can surmise that it was only because the recipient categorised themselves as an 
ingroup member, that they were inclined to keep confidential information as confidential. Although 
the study would need to have included conditions from an outgroup source in order to have strong 
support for this claim, this leads us to suspect that the confidentiality of the material is respected 
only within the context of shared group membership. In short, it is shared (rather than non-shared) 
social identity that acts as a catalyst for preserving the confidentiality of ingroup material.  
 In addition, another key point that emerges from this study is that individuals are more 
likely to feel good about their work in the context of confidential information exchange because 
such makes individuals’ identify more strongly with the team. Taken as a whole, this set of findings 
speak to the idea that as well as building identification, the exchange of confidential information 
can have important flow on effects for an organization as a whole.  Moreover, while these effects 
are generally understood to be negative (because they breach organisational rules), it is clear that 
they can also be positive. This in turn suggests that the motivations underpinning breaches of 
confidentiality are likely to be ‘mixed’, rather than only ever negative.   
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Introduction and Overview 
This thesis sought to examine the factors that determine how individuals manage confidential 
information in organizational contexts, and the effects of managing confidential information in 
particular ways. Although the literature has seen a growth of interest in issues of confidentiality 
management, progress in the field had been stifled by the lack of a theoretical framework that could 
account for its group-based underpinnings. I argued that prevailing approaches are limited in scope 
and do little to help us understand the exchange or interpretation of confidential information 
because they do not account for the identity-based relationships that underpin those dynamics. More 
particularly, I argued that social identity theory (Tajfel & Turner, 1979 and Turner, 1985) and social 
categorization theory (Turner, 1985; Turner, et al., 1987) are ideal theoretical frameworks for 
understanding the social dynamics involved in management of confidential information. As such, 
this framework is a solid first step in creating a more inclusive and clearer picture of the dynamics 
between social relationships and the management of confidential information.  
 The empirical studies presented in this thesis were designed to examine two sides of the 
same process. On the one side, they examined the ways in which issues related to group 
membership and social identity are implicated in the management of confidential information (e.g., 
to perceive information to be ‘confidential' and be willing to preserve, or else violate 
confidentiality). On the other side, they examined the ways in which the exchange of confidential 
information is implicated in people's development of a shared social identity. Taken together, these 
studies tested the proposition that social identity both affects, and is affected by, the exchange (or 
non-exchange) of confidential information. Across the two studies, I provided evidence that is 
broadly consistent with this proposition.  
 In this concluding chapter, I will review the respective aims of each of the empirical studies 
and outline key findings that stem from this work. I will also focus on how these two studies 
enhance our understanding of how people think about confidential information and what they intend 
to do with it, as well as the psychological impact of confidential information exchange. I will then 
discuss broad implications of this research, as well as its limitations, before outlining potential 
avenues for research and providing some concluding remarks.   
Social Identity as a Precursor to Confidentiality Management   
 The primary aim of Study 1 was to establish the extent to which an informational source’s 
group membership (ingroup vs. outgroup) impacts the information recipient’s perceptions of 
confidentiality and their motivations to communicate confidential information in an organizational 
setting. As predicted by H1, one key result to emerge from this study was that perceptions of 
confidentiality depend on shared group membership. Specifically, when an ingroup member (rather 
than an outgroup member) provided any type of information (confidential or non-confidential), 
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individuals consistently perceived that information to be more confidential. This finding accords 
with one key tenet of SCT, namely, that shared social identity is the basis for social influence 
(Turner, 1991). Thus, when people perceive each other as members of the same salient social 
category in a given context, they are motivated, and exert considerable effort, to reach agreement 
with them (Haslam et al., 2012). This means that people are more inclined to treat sensitive 
information provided by ingroup members as confidential. In part too, this inclination to see 
potentially confidential as ‘confidential’ will reflect that a sense of shared social identity enables 
individuals to trust, communicate and respect one another (along the lines suggested by Tyler & 
Blader, 2000). In this way, all these elements that underpin social relationships are also critical for 
the success of our communication efforts — including those that extend to confidential information 
exchange (Haslam et al., 2012)  
However, an important caveat to this finding was that, and rather surprisingly, regardless of 
the group membership of the information provider, the perceived confidentiality of information did 
not increase when the provider explicitly labeled it as confidential. Indeed, on the contrary, 
participants perceived information labeled confidential to be less confidential than non-confidential 
information. One tentative explanation for this is that people questioned how confidential the 
information really was, simply by virtue of the fact that it has been shared. Another possibility was 
that people were unsure of whether the non-confidential information was confidential (because it is 
labeled as ‘general’) and therefore tend to err on the side of caution.  
In terms of what people intended to do with the information, a complicated set of findings 
emerged from this study.  Contrary to H2a, intentions to share confidential information with another 
person (ingroup, outgroup or outside the organization) did not differ as a function of the group 
membership of the information source. In other words, it did not matter if the confidential 
information emerged from an ingroup or an outgroup member, participants indicated that they 
would be equally likely to share it. This is a perplexing finding in that SCT/SIT perspective might 
lead us to speculate that giving away confidential information of the ingroup might not reflect a 
means of advancing the interests of the group and/or might be perceived to constitute a violation of 
one’s group membership status.  
What accounts for this unexpected finding? It is possible that a heightened respect for 
ingroup members’ confidentiality may only emerge for participants who identify strongly with the 
ingroup. Here, we did not differentiate between people with high and low levels of identification 
with the ingroup. Thus, in order to clarify our understanding, in future research we need to 
determine whether the strength of individuals' group identity moderates their willingness to respect 
the confidentiality of information provided by ingroup member. This issue might be further 
compounded by the fact that the study used imagined groups presented in a vignette, rather than 
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actual groups, which may not have elicited a strong sense of identity to begin with.  
 Nevertheless, in support of H2b, findings indicated that people were more inclined to 
share general information with fellow ingroup members when it emerged from an ingroup rather 
than an outgroup member. In particular, this occurs here because people will see themselves as 
sharing the same perspective on the world and the same interests (Turner, 1991). The first part of 
this finding replicates the standard effect in the literature, that generally people are motivated to 
share information with people whom they perceive to be members of the same salient social 
category (i.e., ingroup rather than outgroup members) (e.g., Agama, 1997; Morton et al., 2012, 
Suzuki, 1998). Moreover, though, the second part of this finding is in line with a wider body of 
research that shows us that common group membership underpins the messages we pay attention to 
and how we interpret them (e.g., Hornsey & Imani, 2004; Mackie et al., 1990).  
 Interestingly, findings also indicated that an ingroup source elicited a tendency to share 
general information rather than confidential information but an outgroup source elicited the 
opposite effect. More particularly, if the outgroup provided confidential information, people were 
more willing to break confidentiality and inform members of their ingroup, even after being 
explicitly told that the information given to them was confidential. This set of findings together 
might not translate into a direct willingness to preserve the confidentiality of ingroup material, but 
do, indicate at the very least that, an absence of shared social identity dictates a refusal to 
preserving confidentiality. As such, the original standard main effect in the wider literature on 
social identity and communication is reversed. So although people are generally motivated to share 
information with ingroup members if it emerges from an ingroup member, our analysis suggests 
that confidential information starts to be spread around if it emerges from an outgroup member.  
In line with social identity theorising, a range of strategic considerations might dictate why 
this might be the case. In particular, perhaps sharing an outgroup member’s confidential 
information is a means of empowering the ingroup and exerting more influence. Alternatively, it 
may represent an attempt to convey the ingroup’s superiority over relevant outgroups (van 
Leeuwen, & Täuber, 2010). In addition, when people come to identify the victories and 
disappointments of a particular organizational unit as their own, they might be more likely to 
undermine the outgroup in order to advance the interests of their own group (e.g., Mael & Ashforth, 
1992). Relatedly, preserving the confidentiality of information provided by ingroup members may 
be underpinned by concern for the welfare of the ingroup, whereas breaching confidentiality of 
information provided by the outgroup is likely to be based on a strategic analysis of costs and 
benefits (Stürmer & Snyder, 2009).  
In addition to this social identity process, perceived information utility also determined 
receiver’s intentions to share information further with others. That is, participants perceived non-
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confidential information to be more useful when the information provider was an ingroup member 
and were more inclined to share this information with ingroup members. Critically, though, this 
pattern was not present for confidential information. Here there was no significant difference 
between intentions to share confidential information provided by an outgroup member versus an 
ingroup member, and perceived information utility was not significantly related to intentions to 
share. This may be because confidential information was perceived to be more useful in general and 
overshadowed the impact of the source’s group membership. Another possibility is that although 
perceived information utility influences sharing of non-confidential information, another 
psychological construct underpins the containment of confidential information. Thus, a number of 
key questions arise from this analysis. The first is that, why are people motivated to preserve the 
confidentiality of ingroup information? The second asks, why are people motivated to undermine 
the confidentiality of outgroup information? Finally, does the strength of group identity play a role 
in motivations to preserve confidential material from the ingroup? Although it is only a preliminary 
study, our study leads us to speculate on possible psychological constructs that may govern how 
people think about confidential information as well as the conditions under which they might 
preserve or else, violate confidentiality.  
Social Identity as a Product of Confidentiality Management  
 The primary aim for Study 2 was to determine whether sharing confidential information  
can serve to build a sense of social identity between people in organizational contexts. Specifically, 
we sought to systematically examine whether the designated confidentiality of the stimulus material 
impacts on how the recipient of that information categorises themselves in terms of group 
identification. In addition to this, I sought to establish if any effects emerged on the basis of this 
identification. However, before moving onto the findings of these hypotheses, the hypothesis that 
follows is not only common to both studies, but is the most straightforward one from which to 
begin.  
  As predicted by H1, when participants received confidential rather than non-confidential 
or unlabeled information from an ingroup information source, they indicated that they were less 
inclined to share this with other ingroup members. This finding is in accordance with one of the 
fundamental tenets of SCT, in that when a particular identity is salient, the process of seeking to 
serve to protect (and advance) the interests of their psychological group will motivate them to 
preserve the confidentiality of ingroup material.  In these specific circumstances, they will want to 
ensure confidential information is contained as much as possible because in doing so, they are, 
actually promoting the interests of the group (Turner et al., 1987; Haslam et al., 2012). Moreover, 
because common group membership underpins, and facilitates, a mutual understanding between 
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parties to the communication process, then this should mean that confidential information will be 
construed, and treated in the way that it was intended. As such, this latter finding aligns with other 
evidence that shared social identity impacts on behaviour via motivational and cognitive channels 
(Brewer, 1979; Spears & Otten, 2012). The most fundamental point to emerge from this finding is 
that confidentiality is likely to be preserved in the context of shared group membership because 
here people are motivated to respect its confidential status. As a corollary, we expect that they may 
be less likely to protect confidential information provided by an outgroup, although it should be 
noted that this was not a hypothesis that we examined in Study 2.   
 In support of H2, we also found that when participants received confidential rather than 
non-confidential or unlabeled information from an ingroup member, this increased their sense of 
identification with that ingroup. In general terms, this finding is consistent with literature in the 
shared cognition tradition that speaks to the capacity for a social identity to develop when a shared 
understanding emerges among group members through high-quality communication (e.g., Haslam, 
Turner, Oakes, Reynolds & Doosje, 2002; Koudenburg, et al., 2013). More particularly though, it is 
argued that confidential communication accelerates this process for a sense of self to emerge among 
group members because distinctive features of confidentiality— in particular, its capacity to 
communicate respect and trust — help to promote social bonds (van Dick and Haslam, 2012). This 
finding is consistent with a wide body of research on gossip that also argues for its powerful role in 
psychologically binding individuals to one another on an interpersonal plane (e.g., Baumeister et 
al., 2004; McAndrew et al., 2007).  
 Findings also indicated support for H3, in that when individuals received confidential 
rather than non-confidential or unlabelled information from an ingroup member, they reported 
higher levels of job satisfaction. This finding aligns with studies that show that only a select few 
leader-follower dyads characterised by mutual liking, trust, and respect tend to reap positive 
emotional outcomes for employees (Amos & Herrick, 2005; Gerstner & Day, 1997). In this respect, 
given that confidential information tends to be exclusive, then its communication (or lack thereof) 
will also create a distinctive ingroup/outgroup state of affairs that may spill over into how 
employees evaluate their job. Specifically, employees who receive confidential information might 
perceive that they are valued by their ingroup and feel ‘good’ about being included and hence 
engage psychologically with the organisational unit and are satisfied with their work. On the other 
hand, employees who do not receive confidential information might perceive that they are excluded 
from the ingroup, which might heighten disengagement and lead to lower levels of job satisfaction.   
 Consistent with the mediational hypothesis of H4, findings indicated that it was the 
increased sense of social identification that flows from the exchange of confidential information 
that accounts for increased job satisfaction on the part of recipients. This notion is consistent with 
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an extensive body of organisational research that shows us the ways in which social identity 
principles have facilitated our understanding of a number of organisational outcomes at both 
personal and social levels  (Haslam et al., 2005; see also Mael & Ashforth, 1995; Riketta, 2005). 
Despite the traditional view in the confidentiality literature that breaches of confidentiality are 
isolated incidents contingent upon individual decisions, our research establishes that these 
exchanges also have important consequences for the social structure of relationships. In particular, 
this work speaks to the notion that confidentiality management has a potential social function in 
fostering group identification by satisfying a fundamental need to belong. In other words, although 
sharing confidential information has stereotypically collected a poor reputation, it is also a vehicle 
through which we create important connections to one another and gain key insight into our relative 
position within the group, and thus might function as an instrument of social order (along the lines 
suggested by the gossip literature e.g., Baumeister et al., 2004). In addition, the exchange of 
confidential information can be seen to be related to other constructs central to aspects of social 
relationships such as trust-building. This means that by building identification, the sharing of 
confidential information can give rise to positive work outcomes for both the individual and the 
organisation in which they are embedded.  
Broader Implications  
 Taken together, this work has important implications for the literature on confidentiality 
management. Although scholarship to date has made considerable steps forward in understanding 
this topic, the field as it stands is hampered by its exclusive focus on individuals as individuals. In 
this regard, our various findings speak, first, to the idea that the social self is an important and 
integral part of how issues of confidentiality play out.  
 Second, although individuals involved in breaches of confidentiality have typically been 
judged poorly, our findings suggest that this act may actually be a tool to promote social order and 
structure. This is because the person receiving confidential information may perceive it to be a sign 
of deep trust such that it, thereby is a means for increasing their standing within a group and thereby 
their identification. In this respect, confidential information is a resource –– one that can be 
mobilised to build identification. Related to this, we see that confidential information is a potent 
form of currency. Indeed, because it is information that has a particular value, it can be used to 
build social capital.  
 From a practical perspective, a question remains as to how organisations can direct the 
behaviour of their employees to protect confidential company information. Because leaks are 
associated with a significant financial cost (Pricewaterhouse & Coopers, 2002), it makes sense that 
a desire to circumvent leaks is a high organisational priority. Specifically, research suggests that 
organisations tend to take a preventative approach by limiting field-testing of products or restricting 
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which employees are permitted to have certain information (e.g., see Nocera, 2008, see also, 
Lashinsky, 2012, on the lengths Apple Inc goes to protect commercial information). However, our 
work is a solid first step in arguing that a shared sense of group identification between people 
heightens the possibility that they will understand information to be confidential and act on it 
accordingly, and that it is under these circumstances that we are most likely to see effective 
management of confidential information. Thus, it may be possible to promote optimal outcomes in 
the management of confidential information by also working to boost individuals’ sense that they 
are part of a relevant organizational unit (producing a sense that ‘we are in this together’).  
Limitations and Future Directions  
By applying social identity theorising to confidentiality management as well considering 
both bottom up and top down processes we laid the groundwork for future researchers to 
disentangle the social mechanisms that impact confidentiality management. Importantly too, the 
experimental studies ensure key factors that might otherwise contribute to decisions regarding 
confidentiality in the professional sphere, such as past experience and nature of relationship/s, are 
held constant. More generally, longitudinal and prospective research is clearly needed to examine 
the interplay of effects between group identification and social identity. Although the current study 
has provided initial evidence for the idea that social identity and confidentiality management are 
empirically linked, there are some limitations inherent in the experiments. Although we found 
evidence consistent with our prediction that information is more likely to be construed as 
'confidential' in the context of shared group membership, the failure of our experimental 
manipulation of confidentiality in Study 1 meant that the role of group membership in the observed 
effects was unexpectedly complex.  
To overcome this limitation as well as ensure a more robust manipulation, the follow-up 
study not only omitted the ingroup/outgroup manipulation to isolate the single effect of 
confidentiality but also included a more structured and objective reference to the inherent 
confidentiality of the stimulus material. This manipulation proved successful, and the results within 
the second study illuminated a far more compelling set of effects. More particularly, the idea that 
individuals are more motivated to preserve the confidentiality of ingroup material in the context of 
shared group membership was empirically supported here and thus substantiated theoretical claims. 
 However, neither study specified the conditions responsible for the different outcomes of 
confidentiality. That is, what are the variables the moderate the effect of social identity on 
confidentiality management (e.g., why are people motivated to preserve the confidentiality of 
ingroup information or else, undermine the confidentiality of outgroup information). From a 
SCT/SIT perspective, we might speculate that in the case of non-confidential information, people 
will be motivated to transfer such information on the basis of perceived utility. However, in the case 
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of confidential information, motivations here cease to be contingent on the value or usefulness of 
the information. Instead, people will indicate a willingness to ensure ingroup information is kept 
confidential in the context of shared group membership on the basis of respect for the ingroup 
member. Simultaneously, they will intend to broaden the boundaries of outgroup confidential 
information because what matters here is disrespect. Clearly, the former situation is conducive to 
preserving confidentiality in a way that the latter is not. This represents one avenue for future 
research to consider.  
 In presenting our studies thus far, an important proviso is that the risk of not preserving 
confidentiality for the outgroup may be overcome if the salient social identity in question is 
(re)defined superordinately. More specifically, at one level of abstraction the employee of an 
opposing work-team would be construed as an outgroup member but at a higher level the employee 
will be recategorized as an ingroup member subsumed under the overarching sense of 
organizational identity. Therefore, future research should also examine the impact of categorisation 
of this form on confidentiality management.  
 In a related vein, the empirical studies within this thesis are limited in that they only focus 
on participants’ responses to trivial groups, which do little to clarify our understanding in personally 
relevant situations. The rational sceptic might argue that the results may not reflect how individuals 
encounter or deal with issues of confidentiality in organizational settings where such decisions 
matter. Such findings are likely to shed light on the challenges people confront in dealing with 
issues of confidentiality. That is, it might be important to elicit the processes antecedent to breaches 
of confidentiality and consequences of such breaches. Only then, is one in a better position to 
specify what conditions are responsible for the different outcomes of confidential information. In 
doing so, future research might not only be in a position to achieve theoretical progress on this 
important topic, but also to triangulate these preliminary findings (Denzin & Lincoln, 2005).  
Concluding Comment 
The overarching goal of this thesis was to explore the social psychology of confidentiality 
management. I drew on theorising in the social identity tradition to understand how people manage 
confidential information, as well as the effects that emerge from the exchange of confidential 
information within the organisational domain. In particular, it examined whether social identity 
might function as a precursor and a product of the way in which confidential information is 
managed. The findings confirmed our predictions that shared social identity influences (in complex 
ways) people’s management of confidential information, and also showed that the act of sharing 
confidential information can serve to build a sense of social identity. This meant that people were 
more likely perceive information as ‘confidential' in the context of shared group membership, and 
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relatedly, people were more likely to develop a sense of organizational identification after receiving 
confidential (rather than non-confidential) information from a colleague. 
Rather than processes of confidentiality management being understood at the individual 
level, the present research shows that how people manage confidential information in organisational 
settings is contingent upon social relationships. This, in turn, has a range of practical implications 
not only for the way we think about why people might breach confidentiality but also for the way in 
which organisations might educate and train their staff. In particular, this research leads us to 
speculate that issues of confidentiality might be better understood and tackled through greater 
appreciation of the importance of shared identity. Our sense of identity (and the factors concomitant 
to that identity; such as trust, open communication, support) may act as a critical determinant in the 
way in which people manage confidential information at work. 
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